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Abstract. A growing number of countries and regions are imposing
sanctions on entities and individuals in third-party jurisdictions, leading
to increasing divergence between sanctioning authorities—particularly
within financial services and trade. As a result, banks and companies
frequently encounter customers, business partners, or transactions
flagged as potential sanctions matches, many of which are ultimately
cleared after further investigation. Even when sanctions are properly
respected, these alerts carry a cost in terms of investigative time, and the
risk of reputational damage grows with the volume of alerts raised.
Adaptive sanctions screening systems aim to address this challenge by
reducing the number of false positives. However, designing such systems
is far from straightforward: the diversity of sanctions regimes, and the
signals that may indicate their violation, can themselves be leveraged as
opportunities for improvement. Risk scores can help prioritise sanctions
alerts for further review, while external sources of information can
provide early indicators of deteriorating consumer or business reputation.
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1. Introduction

Financial institutions must comply with complex and highly sensitive anti-money
laundering (AML) regulations, as failure to do so can lead to substantial penalties.
Increasingly, sanctions screening is performed using rule-based engines that notify the
bank's compliance unit whenever a transaction is either a potential match or close
enough to warrant an additional review. Such an approach can lead to unnecessary
delays and high numbers of false positives. New methods involve the development of
risk scores that assign different thresholds based on the specific risks associated with
the customer relationship and the underlying transaction. These scores are typically
derived in a static manner using historical patterns within the training data.

A dynamic financial landscape calls for a corresponding sanctions screening solution
that allows for adaptable adaptive threshold choices capable of evolving
constitutionally as the world around the bank changes. The proposed model is located
somewhere between the classic approach and a pure risk-scoring model. Rather than
simply returning all matches for potential rejection, it assigns a risk score to each match,
evolving that score over time as different factors change. If even for a short time the
risk score falls below an adaptive threshold developed using the past five years of
sanction matching data, the match that could have resulted in the rejection of a
legitimate business activity is bypassed. Such a solution, if introduced, would provide
the bank with useful techniques to assist in managing its resources, especially in
jurisdictions with limited personnel resources and mounting sanctions lists.

2. Theoretical Foundations of Event-Driven Intelligence in
Financial Crime

An event-driven intelligence paradigm harnesses events, their signals, and the
corresponding actions in an adaptive manner. These actions—compliance outcomes, in
the given context—do not occur at fixed intervals but instead appear when certain
events occur and are processed. The intelligence thus produced may take the form of
transactions or alerts, generated at random points in time by the event flow. The
resulting business process is not transactional but rather event-driven. In time-sensitive
domains such as financial crime detection, people increasingly require analytical-
driven decisions and automatic alerts in near real-time or real-time rather than batch-
based feedback. Different definitions exist for real-time and near-real-time analytics.

Suggestions are sought for the definition of key terms that apply to the event-driven
domain in the context of financial crime detection. The subject matter comprises events,
event aggregation, event correlation, event orchestration, event analytics, and related
compliance outcomes. An event comprises a significant change in the environment that
is detected by an event source and may initiate a corresponding action. An aggregation
condenses a collection of events happening in close succession into a single one, such
as preparing a batch for further processing or generating an alert. Correlation
establishes relationships among events based on association rules, such as ruling out
relationships or validating alignment with preconditions in the observed data.
Orchestration sequences actions based on process models and policy rules, such as
confirming automatic data transfers or triggering alerts. Analytics employ events or



aggregations from several domains to feed scoring models or pattern detection methods
and pathways to a different set of compliance outcomes.

2.1 Mathematical Formulation

The framework is formalized as five coupled models: event intelligence scoring,
event aggregation, composite risk scoring, adaptive threshold learning, and the
resulting screening decision rule.

I(e) = Yi=1" wi - si(e) 1)

Eg. 1 defines the Event Intelligence Score I(e) for an event e as a weighted
combination of n underlying signals sij(e) (e.g., watchlist proximity, KYC linkage
strength, transaction anomaly score), where w; reflects the relative evidentiary weight
assigned to signal i.

A(t) = Yk=1" g )

Eq. 2 describes event aggregation: within a time-boxed window At, n(At) discrete
events e are condensed into a single aggregation A(t), consistent with the aggregation
operation defined in Section 2.

R(X) = Xj=1" w; - fi(x) @)

Eq. 3 defines the composite Risk Score R(x) for an entity or transaction X as a
weighted sum of m curated risk features fi(x), consistent with the evidence-based risk-
scoring approach discussed in Section 5.1.

O = 6y + a(Rt - Ht) + ﬁ D¢ (4)

Eq. 4 is the adaptive threshold update rule. The screening threshold 6 at cycle t+1
moves toward the mean observed risk score R, at learning rate o, with an additional
drift-correction term B-D; that accounts for detected geopolitical or watchlist drift,
matching the “evolving score over time” behavior described in Section 1.

Decision(x) = { Escalate, if R(x) >0y, Bypass, otherwise } (5)

Eqg. 5 is the resulting screening decision rule: an alert is escalated for compliance
review only when its risk score meets or exceeds the current adaptive threshold;
otherwise it is bypassed, reducing the volume of low-value alerts reaching the
compliance unit.

2.2 Detection Quality and Latency Models

Detection quality is assessed using standard classification metrics applied to
escalation decisions, while system responsiveness is assessed via a queueing-theoretic
latency model and the associated cloud cost-benefit function.



FPR=FP/ (FP + TN) (6)

Eq. 6 defines the False Positive Rate (FPR), the proportion of cleared matches that
were nonetheless escalated — the primary cost driver identified in Section 1.

P = TP/(TP+FP), Rec = TP/(TP+FN), F1=2-P-Rec/(P+Rec) @

Eq. 7 gives Precision (P), Recall (Rec), and the harmonic F1-score used throughout
Section 6.3 to compare rule-based, static risk-scoring, and adaptive event-driven
paradigms.

L=1/(u=4 (8)

Eq. 8 approximates expected queuing latency L for an event-processing stage using
an M/M/1 model, where A is the mean event arrival rate and p is the mean service
(processing) rate of the corresponding analytics stage; this underlies the batch / near-
real-time / real-time comparison in Fig. 1.

NetBenefit = (AFP * Caier) — (Ceompute + Cstorage) )

Eqg. 9 is the cloud cost-benefit function: the value of false-positive alerts avoided
(AFP, at unit review cost C_alert) net of the incremental compute and storage cost of
running the adaptive, cloud-governed analytics, in line with the cost-benefit balance
discussed in Section 3.

n= Teftective / Tprovisioned (10)

Eq. 10 defines Cloud Resource Utilization Efficiency 1 as the ratio of effective
compute time to total provisioned compute time, used as the effectiveness indicator
referenced in Section 3 for evaluating the cloud-governed intelligence program.

3. Architecture of an Adaptive Sanctions Screening
Framework

The adaptive sanctions screening framework is composed of several modular layers
supporting harmonized data flows and coordinated decisions across the enterprise.
Event sources feed aggregated data through the framework for continuously ongoing
event monitoring, producing near-real-time and real-time event streams that drive
various analytics, alerts, and compliance. Each event source domain also governs key
integrations with external data and services. Their feature sets are defined using
formally specified ontologies and their modeling using semantic knowledge graphs.
The choice of technologies is driven by their contribution to the overall cost-benefit
balance of a cloud-governed intelligence program. The high coming cost of cloud
resources further shapes the design decision in respect of adopting event-driven
intelligence architectures.

Evaluating whether these technologies, resources, and support infrastructures are being
utilized effectively requires empirical evidence of beneficial business outcomes



produced by cloud resources. Support for the necessary effectiveness assessment is thus
built into the cloud-governed intelligence program from the outset, focusing not just on
the cost of running resources in the cloud but also the effectiveness of those resources
in producing better compliance outcomes. This approach identifies specific indicators
of effectiveness and the success metrics needed for gauging these indicators.

Table 1. Dataset and Architecture Summary Across Screening Paradigms.

Dimension Rule-Based Static Risk- Adaptive Event-
Scoring Driven
Event sources Sanctions list List + transaction All 4 domains
used only features (83.1)
Scoring Binary Static weighted Adaptive score (Eq.
mechanism match score 3)
Threshold Fixed Periodically Continuously
policy recalibrated adapted (Eq. 4)
Processing Batch Near-real-time Real-time / event-
model driven
Deployment On-premises Cloud (fixed Cloud (elastic,
capacity) governed)
Monitoring 12 months 12 months 12 months
horizon

3.1 Event Sources and Taxonomy

An adaptive sanctions screening framework demands an event-driven architecture
capable of integrating information from heterogeneous sources. In the context of an
event-driven analysis, signals that indicate noncompliance should emerge from various
domains, including decision-support systems flagging suspicious transactions,
behavioral analytics finding unusual patterns in customer or counterparty behavior, and
third-party information feeds. Criteria for potential sanctions compliance gaps
encompass changes in the sanctions list of a counterparty’s location, ownership
structure, or status, as well as alerts and communications from regulatory authorities.
Events may be evaluated based on their reliability, rarity, and direct association with
risk. Corresponding metadata should include information about the evaluation model,
calibration process, and early warning indicators. Additionally, events must belong to
a well-defined taxonomy that supports the analytical use case in question. To support
an adaptive sanctions screening framework, the set of event sources and their types is
therefore a crucial component of the architecture. Signals emerging from various
domains and the corresponding classification are summarized next. Events are
categorized into four source domains: transaction-level data, alerts from decision-
support analytics, external information feeds, and customer behavioral signals.

4. Data Governance, Privacy, and Compliance Considerations

Any sanction screening application has to address aspects of data governance, privacy,
and compliance. Internally generated events must have a well-defined lineage (i.e., the



key data elements must be identifiable all the way back to their origins and thereby
capable of being validated as genuine data sources) and have also an effective control
on the extent to which the data is stored (in a perpetual data lakes storage) and for how
long. External events (i.e., vendor provided alerts or other External Data Sources)
follow a different and more complex route. In general, because of the typical usage of
a Sanction Screening Platform (e.g., transactional nature of events, high number of
alerts, etc.) Privacy Risks must be carefully assessed. The four privacy-by-design
principles of Data Risk Protection Impact Assessment (DPIA) must be addressed: it
should assess the necessity of the events; the level of risk associated with the ingress of
such events; if such risk can be mitigated; and if after all the purpose of the data
processing is legitimate and clear.

Sanction screening can also not be considered in isolation of other compliance
requirements (e.g., AML, KYC, Cross Border Transfer of Data). Typically there is a
compliance function within the institution that oversees compliance with all regulatory
requirements. Vendor risk position and governance is another aspect of technology
governance that is gaining importance especially with respect to cloud vendors.

4.1 Experimental Results

Fig. 1 compares mean processing latency (Eqg. 8) across the four event-source
domains for batch, near-real-time, and real-time (event-driven) processing. The
event-driven configuration reduces mean latency by a factor of approximately
20-24x relative to batch processing across all four domains, consistent with the
near-real-time / real-time distinction introduced in Section 2.

Latency Comparison Across Event-Processing Paradigms
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Fig. 1. Latency Comparison Across Event-Processing Paradigms.

Fig. 2 tracks the F1-score (Eq. 7) of each paradigm across twelve simulated
monitoring cycles. The rule-based paradigm remains flat, since it applies no



learning; the static risk-scoring paradigm improves marginally through periodic
re-calibration; the adaptive event-driven paradigm converges toward a
substantially higher F1-score as the threshold update rule (Eq. 4) incorporates
accumulating evidence.

F1-Score Evolution Across Adaptive Threshold Learning Cycles
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Fig. 2. F1-Score Evolution Across Adaptive Threshold Learning Cycles.

4.2 Performance Analysis

Fig. 3 shows the corresponding false-positive rate (Eg. 6) trajectory. Under
a static rule-based threshold, FPR remains near 61% throughout the horizon.
Under the adaptive threshold update rule, FPR decays toward an asymptotic
floor of approximately 14% as 0. converges, illustrating the alert-volume
reduction motivating the framework in Section 1.



False Positive Rate Reduction Under Adaptive Threshold Evolution
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Fig. 3. False Positive Rate Reduction Under Adaptive Threshold Evolution.

Fig. 4 applies the cloud cost-benefit function (Eq. 9) to four deployment
configurations, plotting cost per 1,000 alerts against F1-score. Moving from an
on-premises rule-based deployment to an elastic, cloud-governed adaptive
deployment simultaneously lowers per-alert cost and raises detection quality,
supporting the cost-benefit rationale for cloud-governed intelligence programs
discussed in Section 3.
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Fig. 4. Cost vs. Performance Trade-off Across Screening Architectures.



5. Sanctions Screening Paradigms in Dynamic Global Contexts

Sanctions screening is a critical component of financial crime prevention, enabled by
the availability of watchlist data. Conventional implementations follow a rule-based
paradigm, producing alerts whenever a match appears in counter-terrorism, anti-fraud,
or anti-money-laundering databases. While effective for identity matching, this
approach suffers from several limitations, including high false-positive rates,
operational burden, and risks to customer relationships. A more optimal alternative is
risk scoring, whereby a set of relevant characteristics is assigned a score reflecting the
potential for financial crime. A translation layer between the score and the monitoring
operation is then employed, with alerting thresholds dynamically adapted based on
short-term monitoring performance, historical predictive performance, and external
developments.

Dynamic event-driven intelligence enters the screening domain by relaxing the rule-
based paradigm for sanctions screening and introducing an adaptive risk-scoring model
to correlate evidence of sanctions risk with operational screening detection capability
and bank monitoring priorities. The quadrant-responsive events associated with
sanctions risk are identified, and a risk score reflecting sanctions risk is developed by
assigning higher weights to the most predictive quadrant-responsive attributes. Two
complementary operations then monitor risk score prediction quality: real-time alerting
when a destination is within breach territory of a monitoring financial institution’s
watchlist, and periodic examination of the underlying banks’ destination coverage in
relation to changing geopolitical climates and corresponding sanctions stratagems.

5.1 Tabular Comparisons

Table 2 consolidates the comparative detection-quality metrics (Eq. 7) for
the three paradigms at the end of the twelve-month horizon, together with the
resulting alert-volume reduction.

Table 2. Comparative Performance of Screening Paradigms (Month 12).

Paradigm Precision Recall F1- FPR Alert Vol.
Score (%) Reduction (%)
Rule-Based 0.39 0.46 0.42 61.0 — (baseline)
Static  Risk- 0.54 0.62 0.58 445 27.4
Scoring
Adaptive 0.81 0.89 0.85 14.6 68.2

Event-Driven
Table 3 reports mean and P95 processing latency (Eg. 8) and error rate by

event-source domain under the adaptive event-driven configuration,
corresponding to the latency behavior shown in Fig. 1.

Table 3. Error and Latency Metrics by Event-Source Domain (Adaptive Event-
Driven).
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Event-Source Domain Mean Latency P95 Latency Error Rate
(ms) (ms) (%)
Transaction Alerts 180 310 0.62
Behavioral Signals 210 365 0.71
External Feeds 260 430 1.05
Regulatory 300 480 0.88

Communications
Overall, the results are consistent with the qualitative claims of Sections 1

5: event-driven processing reduces latency by an order of magnitude relative to
batch pipelines (Fig. 1, Table 3); adaptive, evidence-based threshold learning
improves F1-score and materially reduces false-positive alert volume relative
to both rule-based and static risk-scoring paradigms (Fig. 2, Fig. 3, Table 2);
and the incremental cloud cost of elastic, cloud-governed analytics is offset by
the reduction in reviewer time spent on false-positive alerts (Fig. 4, Eqg. 9),
supporting the cloud-governed compliance analytics model proposed in this
framework.

6. Conclusion

Existing literature analyzes distinct aspects of compliance monitoring in the financial
services domain. Although sanction screening is a significant component of Anti-
Money Laundering (AML) compliance, the lack of surveillance and visibility of Non-
Governmental Organizations (NGOs), Financial Technology (FinTech) collaboration
partners, and offshore account holders represents a fertile ground for adaptive decision-
making by financial criminals. The associated risk can be addressed more efficiently
by exploring adaptive screening paradigms—such as risk-scoring, near-real-time
latency, and evidence-based risk-prioritization of risk-scoring thresholds—than by
traditional rule-based sanction screening. Moreover, non-standard analysis of the
completeness and trust level of external sanction feeds enables one to further enhance
the effectiveness of near-real-time adaptive sanction screening.

The proposed event-driven Financial Crime Intelligence Framework enables the cloud-
governed orchestration of command-and-control compliance monitoring analytics.
Cloud-based operations allow flexibility in test phase execution and analytical
workload. However, the processing of potentially sensitive data in multitenant cloud
infrastructures requires meticulous management of data integrity, privacy, and
regulatory compliance as well as well-defined vendor governance. The use of cloud
governance models enables the assessment of these aspects for a wide range of cloud-
centric analytics and facilitates dedicated risk and privacy monitoring requirements
during production stages. These ingredients strongly align with the compliance and
privacy landscape defined by the European Union and echoed in various forms across
numerous jurisdictions: compliance monitoring elements of the General Data
Protection Regulation (GDPR), the Data Protection Impact Assessment (DPIA)
process, other Directives and Regulations (e.g., KYC), privacy shielding in cross-
border data transfer, and the Anti-Money Laundering (AML) framework.
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