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Abstract

Cloud-native DevOps for Al pipelines in insurance risk intelligence and fraud detection promotes replicability and
composability across use cases. Support for scalable workloads addresses high costs, disk and memory limits, and specific
cost and time-saving demands. Cloud-native principles—composability, elasticity, portability, observability, security,
formal compliance, and data governance—are applied to underpin a generative Al-oriented insurance architecture. The
DevOps component tailors continuous integration and continuous delivery (CI/CD) practices to be responsible,
reproducible, reliable, and safe. Infrastructure depends on containerization and orchestration technologies to fully
contemplate reproducibility, observability, isolation, and multi-cloud portability. Al workload provisioning adheres to a
service model. For safe operation, specialized Al CI/CD pipelines provide model versioning and rollback, data versioning
and validation, evaluation, performance metrics and safety gates for canary releases, and go/no-go decisions based on
business risk appetite. Their design highlights domain-specific operational risk controls.

Different generative Al applications in insurance cover a wide spectrum of functionalities, underlining the fundamental
basis for the creation of these models and the capability of these applications to adapt to different environments.
Nevertheless, models must be handled with care in order to mitigate potential ethical, social, legal, regulatory, and
business-related issues. Risk management and operational risk must be part of the implementation which, when properly
completed, can provide a safe way to integrate these types of applications. Several risk intelligence use cases point to
specific implementations demonstrated during the CapGemini FBDX programme and depict high-priority paths in the
integration of such approaches, illustrating data origin and target indicators.

Keywords: Cloud-Native DevOps for Al, Insurance Risk Intelligence Systems, Fraud Detection Analytics, Generative
Actificial Intelligence in Insurance, Al CI/CD Pipelines, MLOps for Regulated Industries, Containerization and
Orchestration Technologies, Multi-Cloud Portability, Model Versioning and Rollback Controls, Data Versioning and
Validation, Observability and Safety Gates, Canary Releases in Al Deployment, Compliance-by-Design Architectures,
Operational Risk Controls in Al Systems, Scalable Insurance Al Workloads.

intelligence and fraud detection requires specialised
governance controls around the ethical and legal
ramifications of using confidential data for Al, the
assessment of the reliability and accuracy of Al outputs,

1. Introduction

In insurance, risk intelligence functions use analytics to
inform decisions on accepting, renewing, and pricing

insurances while fraud detection functions employ
analytics to identify fraudulent activities. Generative Al
is a defining capability of artificial intelligence that
enables machines to generate new content and therefore
revolutionises risk intelligence and fraud detection
functions. For example, generative Al can be applied to
confidential information such as operational risks
during underwriting, fraud detection in public data or
transient data such as claims. However, to be effectively
harnessed, the use of generative Al across both risk
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the operational capability of implementing Al in
production, and finally feeding Al-generated insights
back into the risk and fraud pipelines, supported by
cloud native DevOps practices for generative Al
development and deployment.

Cloud-native DevOps provides scalable, automated,
reproducible and governed processes and infrastructure
for developing and operating software. In insurance risk
intelligence and fraud detection function pipelines,



VOLUME: 04 ISSUE: 02

RECEIVED: APRIL17

these capabilities allow the use of scaling Al to support
operationally intensive functions over highly transient
public or untrusted data that may include yet unexposed
and therefore still credible insights. Four key areas are
required to enable efficient and accurate Al-based risk-
fraud insight generation: the infrastructure hosting the
Al workloads must be designed to support peak
workloads, the lifecycle of the Al workloads must
incorporate governance controls, the productionisation
of the Al workloads must include governing decisions
for both the organisation and the capability of operating
Al effectively, and risk-fraud pipelines must be updated
to store any insights generated from Al workload
execution. For all four areas, support for using scaling
Al across risk intelligence and fraud detection is
discussed.

1.1. Context and Overview

Insurance is one of the most heavily regulated industries
in the world, serving important broad societal functions.
Therefore, it is imperative that the processing of
sensitive personal data, particularly for uses that involve
Al-generative models, follows legal and ethical
guidelines. The application of cloud computing,
DevOps, and Al technologies collectively represents a
significant opportunity for the insurance industry, tax
management, nation-states, commercial banks, serving
ethical and social purposes based upon community
cooperations. Continuous adaptations for changing
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environments and parameters constitute best practices.
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Fig 1: Synergistic Governance: A Cloud-Native
DevOps Framework for Ethical Generative Al in
Insurance Risk and Fraud Analytics

Organisations, such as (re)insurers, need a consolidated
cloud-native approach for all generative Al use cases
and applications specifically within insurance risk
intelligence and fraud analytics as applied in the
underwriting, claims and financial areas. DevOps is key
to make these Al pipelines cloud-native and
continuously adapt to data and user needs. Such a
holistic approach focuses on both risk intelligence and
fraud analytics, spanning the full range of Al-generative
capabilities for insurance processes, associated data
supply and constantly changing environments. The
scaling of Al pipelines is an important issue, with
current demand not only from (re)insurers but also from
other financial services and related sectors.
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2. Foundations of Cloud-Native
DevOps for Generative Al

Systematic use of cloud-native DevOps practices
throughout the Al creation and operationalization
lifecycle is essential for success. Cloud-native DevOps
integrates rigorous software-development practices—
often encapsulated in the agile, lean, and DevOps
movement—with the architectural, operational, and
service-use principles enshrined in cloud-native design.
Cloud-native approaches also play an enabling role in
the use of generative Al within risk intelligence and
fraud detection pipelines in external annexed report
economics, steering both the architecture and
operational considerations for Al workload ranges. The
discipline steers the systematic use of code-base
creation and management for Al pipelines.

Al models have a much shorter useful operational
lifetime than conventional business applications and
must therefore be Internet and canary-release using real-
world traffic to enable reinforcement and generative
tuning. While strong governance of pipelines is
critically important, a model-centric view must
therefore extend beyond that of traditional DevOps. A
containerized, container-orchestration-centric view is
instead more supportive, supporting operational
workload isolation for both generative and
reinforcement pipelines by applying traditional
segregation-of-duty across agent pipelines and
operational Al traffic.

Use-case technical feasiblity levels (as stated In the papes)
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Equation 1) Resource provisioning for
containerized Al workloads (Kubernetes-style)

Goal: compute total requested resources.
Let each workload w € {1, ..., W} run with:
o 1, replicas (pods)
e  CPU request per replica c,, (cores)
e  Memory request per replica m,, (GiB)

Step 1: Total CPU requested

w

Ctotal = Z w Cw

w=1

Step 2: Total Memory requested

w

Migal = Z Tw My

w=1

Step 3: Capacity constraint (cluster)
If cluster allocatable CPU is Cp,,x and memory is
M.« then feasibility requires:

Ctotal < Cmax' Mtotal < Mmax

2.1. Architectural Principles

Modularization, elasticity, portability, observability,
security, compliance, and data governance direct the
architecture of cloud-native pipelines that scale the use
of Al across product lifecycle phases supported by
multiple cloud service providers. Distributing
devi/test/staging/production pipelines across clouds with
scalability considerations decouples Al workloads from
other downstream control/production  operations.
Containers describe artifacts, their configurations, and
the automations needed to build them. Multi-cloud
container pipelines leverage patterns for safely hosting
local and external pipelines within a shared central
CI/CD service while Kubernetes organizes container



VOLUME: 04 ISSUE: 02

RECEIVED: APRIL17

deployments across service dependencies and
workloads in dedicated clusters, thereby speeding up
expeditious resource selection. Full stack components
can thus be efficiently containerized/contained,
infrastructure costs closely monitored, and emerging
technologies like data-centric Al reproducibly explored.
Deploying within cloud provider restrictions, containers
provide CPU/memory thresholds for controlling hosting
costs, while embedding machine learning frameworks
speeds up isolated 1+1 real-time interaction testing.
Further cementing reproducibility, the provisioning
model also allows easy switching to a black-box
strategy in tightly controlled infrastructures.

Continuous integration and delivery (CI/CD) pipelines
for Al empower safety gates that closely monitor
predictive behaviour through metrics such as data
quality and drift. A model versioning pipeline provides
the tests and tooling combined with the governance
structures needed to safely experiment with emerging
technologies like data-centric Al. Canary release
experimentations are simplified to direct comparisons of
product quality attributes. Features like Data Build
Tooling help to independently detect and correct bad
data assumptions during production. Closely related ML
observability tooling spans data sources with automated
logging of input data, parameters, and model predictions
for downstream explorations and incident responses.

Al workload Infrastructure | Description
types (paper) level (paper)
0 | Management
model

1 | Data/non-
model services

2 | Data pipelines
& shared
services (SLA
non-critical)

Model training

Inference /
prediction
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3. Generative Al in Insurance:
Applications and Constraints

Generative Al capabilities align with core insurance
functions, especially for filling analytic gaps, improving
efficiency, and enabling new services. Constraints arise
from ethical and legal concerns, the readiness of
generative models for production use, and operational
support, especially for safety-critical pipelines.
Compliance with ethical and legal frameworks is
essential in order to mitigate risks associated with
incorrect model predictions. Composite or multi-step
models composed of several pipelines often pose a
higher-level risk that is more difficult to evaluate at
individual steps.
2l & @

AT Gars PCENCY NOW SIS

N C AU
rj b M3, b AL

ONPATTMAL TR n

Peaeem COMPLANCE s

Fig 2: Integrated Risk Intelligence: Architecting
Generative Al and GAN Augmentation for Safety-
Critical Insurance Pipelines

Concrete risk-intelligence use cases provide guidance
on applying generative Al in insurance. Generative
models can fill gaps in commercial underwriting risk
scoring, claim detection can leverage outlier detection,
and fraud detection can rely upon a failure-expectation
model. Fraudulent claims can be scored prospectively
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based on the profile produced by a representation
model. Multiple data sources have been identified for
the main pipelines, and scoring performance improves
relative to a baseline when using Generative Adversarial
Network (GAN) augmentation. A concrete example of
detecting anomalous customer behaviour in insurance
claims complements the main risk-scoring pipelines,
and adds Insurance Services Office (ISO) classification
and social media-feeding networks as additional
external sources.

Equation 2) Horizontal Pod Autoscaling (elasticity
for peak workloads)

A common Kubernetes autoscaling rule uses observed
metric vs target metric.

Let:

e current replicas r

e observed utilization/metric u (e.g., CPU
utilization or requests per second per pod)

e targetu”

Step 1: proportional scaling

ﬁ*lg

Taw =T °

Step 2: replica count must be integer
rnCW = [T;‘aW]
Step 3: enforce min/max replicas

Tinal = min(rmax, max(rmin, nlew))

3.1. Risk Intelligence Use Cases

Concrete use cases exemplify the threat landscape and
the potential contributions of risk intelligence pipelines.
These include risk scoring support for underwriting,
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fraud detection, anomaly detection for claims, and risk
scoring to identify strategic trends. Underlying Al-
enabled risk analytics depend on pipelined data and
scalable capacity for training and evaluation, with
emphasis on rapid data delivery from diverse providers
in a mix of on-premise and cloud locations, sufficient
model versioning to ensure reliable service, and
evaluation metrics for both functional and operational
aspects of candidate models.

Prioritizing the investment of cloud resources requires
transparent measurements of Al feasibility and future
value. Technical feasibility is assessed by the effort and
time required to implement a use case; these are
considered low for the emerging fraud detection and
claims anomaly detection use cases, and moderate for
risk scoring support and risk scoring proper. Creating an
evaluation framework offers a repeatable means to
compare current and new models and quantitatively
express support for a go-no-go decision.

4. Cloud-Native Infrastructure for
Scalable Al Workloads

Infrastructure  models, service boundaries, and
scalability considerations are discussed, supporting the
need for cloud-native DevOps as enabler for scalable Al
workloads for risk modeling, fraud detection, claim
anomaly detection, and an integrated risk score.
Scalable Al workloads for risk and fraud analytics
demand robust infrastructure, including training and
testing pipelines for support of continuous integration
and delivery. Such requirements can be addressed by
defining workload types, modelling resource
provisioning,  determining  service  boundaries,
considering SLA, security, compliance, budget, and
support for training/retraining pipelines. For risk
intelligence and fraud detection, these aspects lead to
supporting Al workload types—management model,
data/non-model services, data pipelines and other
shared services (SLA non-critical), model training,
inference prediction, and non-Al services—and a four-
level model: (1) production clustering environment
supporting  training/retraining  pipelines of Al
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workloads, (2) controlled training/retraining Kubernetes
cluster managed by the specific Al workload with
sensitive data stored unencrypted, (3) controlled
training/retraining Kubernetes cluster managed by the
specific Al workload, and (4) shared services (i.e. hon-
Al, data pipelines and other SLA non-critical services)
on a PaaS or laaS infrastructure.

Cloud-native infrastructures allow for scalability.
Containerization and orchestration are used to provide
reproducible and isolated services. Container images are
produced via a pipeline integrating Git and an artifact
repository, while deployment is managed by
Kubernetes. The multi-cloud strategy ensures
robustness with respect to laaS disruptions (e.g.
downtime, budget overrun). Kubernetes reusable
patterns (Terraform code) implement HA, backup,
workload-security for KMS and GCS, audit, and DLP,
while pipeline controllability includes cluster-prod vs.
cluster-dev separation strategy, security concerning
Prod workload pipelines by Kubernetes Security
Context together with SOC-team controls incenting
accurate DLP data classification, and Data Protection by
Design by pipeline deployers.

llustration: safety gate triggers rofback mhen metrc < threshols

Equation 3) Cloud cost model under CPU/memory
thresholds

Assume unit prices:

e p.: cost per CPU-core-hour

e  py: cost per GiB-hour
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e runtime duration T hours
Using totals from Section (1):

Step 1. CPU cost

Costepy = Ciota *Pc* T

Step 2: Memory cost

Costyey = Mgt “ Py - T
Step 3: Total

Costmtal = COStCPU + COStMEM

4.1. Containerization and Orchestration

Container images encapsulate all dependencies required
to execute code within a directory, enabling build
processes to remain isolated from host environments
and their respective libraries. These images are
immutable, facilitating reproducibility and auditability.
Container images are frequently constructed for every
check-in, generally containing the model binary and any
supplementary files required for dependencies,
evaluators, or asset preparation.

Container orchestration abstracts resource deployment
(compute, network, storage) required to execute
applications. Kubernetes (K8s) and Amazon Elastic
Kubernetes Service (EKS) provide a cloud-agnostic
method of deploying Al workloads via a common
orchestration standard, even across multi-cloud
configurations. K8s employs resources such as secrets
for sensitive information, volumes for shared file
storage, and jobs for batch processing. K8s Helm charts
define the environment and data dependencies, while
associated templates lay out performance-related
configurations for the model. Deployment patterns for
K8s pipelines use either the operator library that
integrates Al frameworks (currently supporting
TensorFlow and PyTorch) or the KServe library that
simplifies inference-serving workloads.
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Before online deployment, continuous integration (CI)
tools set up a K8s-in-kind local cluster for compilation
in a Docker file, executing unit tests and loading the
model repository with the latest image. Once staged for
external deployment, a separate test K8s cluster
installed into the target environment serves as the last
test location before public consumption, accompanied
by performance and A/B tests.

Tim | Baseline_m | Canary_me | ollback?
ic S (Canary<thres
€ etric tric
hold)
0 0.82 0.82 False
1 |o0822 0.822 False
2 [os82s 0.825 False
3 |o0827 0.827 False
4 |os28 0.828 False
5 | 0.829 0.829 False

5. DevOps Practices for Generative
Al Pipelines

Addressing the ethical, social, and governance
challenges of deploying generative Ai requires
considering these concerns holistically within a
coherent governance framework. The core concerns are
data, cybersecurity, intellectual property, reputation,
compliance, insurance, and reliability. Given that these
concerns touch on multiple aspects of an organization,
establishing an appropriate governance framework for
these concerns is essential. However, such a framework
alone is not sufficient, as organizations also need to
embed appropriate  Al-specific  considerations
throughout the DevOps process to address the various
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concerns during Ai service generation.
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Fig 3: Embedding Ethics in the Pipeline: A Holistic
Governance and Al-Specific CI/CD Framework for
Generative Al Reliability

Although Ai is often portrayed as different from
traditional software engineering, the methodologies that
have been developed and deployed in these areas over
the past few decades have direct relevance to the Ai
product lifecycle. Following best practices from model
evaluation and testing can help minimize bias, safety,
and security issues. However, organizations also need to
consider putting in place appropriate Ai-specific
continuous integration and continuous delivery (CI/CD)
practices to address these issues when deploying and
operating generative Al services. This CI/CD
framework addresses the areas of model versioning,
data  versioning, evaluation, rollback, canary
deployment, safety gates, Al building blocks, and
applicable metrics for monitoring the service once in
production.

5.1. Continuous Integration and Delivery for Al
Infrastructure Pipelines for Scalable Workloads
Tuning Al systems requires reliable assessments of new

model versions and associated data sets. For easy
evaluation, Al solutions can be instrumented with
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version gates that monitor performance of newly
deployed model and/or data versions. When
performance drops below a safety threshold, the
previously active model can be automatically restored.
Such safety gates also enable controlled canary releases,
where a small fraction of the workload uses the newly
deployed model version. The trigger for rolling back a
new version can vary beyond simple performance
losses, as it ultimately depends on the real-time risk
tolerance of the regulated business owners.

The go-live decision for Al models and data sets can
further benefit from multi-stakeholder control gates that
formalise its approval or rejection. Incorporating expert
knowledge specific to a given Al task into the
continuous delivery ensures that Al solutions do not
solely rely on performance data. These control gates
also inspire the go-live decision documented within the
formal risk framework of the organisation, thus
addressing the Al risk triangle. To complement safety
gates, these multi-stakeholder control gates should also
be integrated to enable automatic rollback and
controlled canary releases.

Equation 4) Canary release evaluation + safety gate
rollback rule

Let:

e  S,4: score/metric of current model
(AUC/F1/etc.)

e S ... score of candidate model on canary
traffic

e 7: minimum acceptable score (“safety
threshold™)

e optionally, A: maximum tolerated drop vs
current

Step 1: define acceptance conditions
Common acceptance logic:

e absolute threshold: S..,, = 7

8|Page

ISSN : 3649-2122

* PUBLISHED: JUNE15

o relative degradation guard: S,c., = Soq — 4

ew —
Step 2: combine into one “go/no-go” gate

GO e (Snew 2 T) A (Snew = Sold - A)
Step 3: rollback condition

ROLLBACK & =GO
6. Conclusion

Deploying and operationalizing cloud-native DevOps
for scalable Generative Al applied to risk intelligence
and fraud-detection pipelines in insurance is essential,
but neither straightforward nor trivial. Insurance
pipelines populated by Al-generated content can
introduce hitherto unseen reputational, ethical, safety,
and legal risks; a cloud-native architecture together with
Sec-DevOps CAN mitigate such risk. The approach
neither centres on the generative models nor their fine-
tuning but rather remains focused on the broader
architectural and operational aspects of the pipelines
themselves; hence, the Sec-DevOps practices cover
special provisions for these pipelines, not the underlying
models. The successful implementation of cloud-native
DevOps for the considered pipelines relies on
commonly accepted Sec-DevOps best practices and
extends such practices with added emphasis on
reproducibility and reliability—tasks that typically
require extra time investments for machine-learning
pipelines.
Insurance Al Strategic Allocation
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Fig 4: Insurance Al Strategic Allocation

Despite the tangible benefits of cloud-native Sec-
DevOps, several aspects remain challenging. First,
large-scale cloud-native Al capabilities have security,
compliance, ethical, and risk-intelligence implications
that must be managed; the associated Sec-DevOps
practices remain a work in progress. Second, special
facilities must be deployed when working with such Al
capabilities; deploying these amenities within the
organization introduces further operational rigor that
Cummins has started to develop but is not yet complete.
Third, Cummins performed the preceding analysis and
planning for the Al-intense pipelines; implementing
these plans and realizing the anticipated gains, which
should be substantial, is indeed a daunting prospect.
Finally, reverberations from the use of generative
models can disrupt institutions, markets, and society.
Although the potential benefits of using such Al
capabilities are vast, careful consideration of the myriad
surrounding consequences is therefore essential.

6.1. Summary and Future Directions

This work establishes and exemplifies the foundations
of cloud-native DevOps for scalable generative Al in
risk-intelligence and fraud-detection pipelines, showing
how organization, infrastructure, and practices can be
curated to support elastic Al workloads in domains with
ethical, legal, and operational constraints. Key
takeaways include how DevOps governs the entire Al
lifecycle (from development to production), the motives
for a cloud-native platform in a regulated industry, and
the interests behind applying generative Al in insurance.
The analysis positions Al capabilities in direct relation
to traditional insurance functions and maps risks into the
system being developed, making them an integral part
of the design.

The analysis underscores how cloud-native principles
such as modularity support infrastructure-as-code
approaches for reproducibility and control, and how
containerization and orchestration at multiple levels
enable the careful control of A-model deployment while
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mitigating the operational burden associated with
multiple algorithms. These aspects are particularly
critical in a regulated industry. However, they have
broad applicability in highly ethical contexts, where
ambiguity is undesirable. Nonetheless, many aspects of
the Al pipelines are also be common in less-regulated
industries, and DevOps concepts presented here can be
integrated into such pipelines even when the range of
risks to Al-supported decision-making is more limited.
The work concludes with a discussion of emerging
practice-orientated questions: Who does the security
validation of A-models? What new roles are required to
ensure that A-models can be safely used in a production
role? Who is responsible for continuous operation and
visible governance of A-model use?
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