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Abstract

Scalable Al-based systems are outlined that support distributed, real-time monitoring and decision-making in the context
of smart automation systems. The architectural principles presented are driven by the following requirements: Distributed
sensing and data ingestion; Al methods that support real-time monitoring of large-scale sensor networks; Scalability and
performance enhancement; Support for privacy; Governance and data management regulation; Federated capabilities and
privacy support preserving data confidentiality. Within this framework, federated adaptive neurons are proposed. These
Al nano-scopes provide local information about distributed streams, support anomaly detection and declaration in large
sensor networks such as water networks, and can operate in a privacy-preserving environment. Additionally, horizontal
and vertical scalability with distributed or high-performance computing is exposed. The proposed principles are supported
by experimental cases that illustrate a distributed real-time monitoring capability.

Monitoring of the water quality and surveillance of an aquatic environment is investigated as an application area. A Smart
City use case within a European initiative is also proposed. Finally, recent advances regarding governance, security, and
privacy of data, especially on personal nature, are examined. These aspects are worthy of special consideration, since
data governance regulation is evolving rapidly. The analytics to monitor data that may cross data sovereignty boundaries,
such as those originating from users, need to respect end-user privacy preferences.

Keywords: Scalable Al Monitoring Systems, Distributed Real-Time Analytics, Federated Artificial Intelligence,
Privacy-Preserving Machine Learning, Federated Adaptive Neurons, Large-Scale Sensor Networks, Anomaly
Detection in Water Networks, Smart Automation Architectures, High-Performance Distributed Computing, Data
Governance and Sovereignty, Real-Time Stream Processing, Smart City Monitoring Systems, Aquatic Environment
Surveillance, Confidentiality-Preserving Data Analytics, Horizontal and Vertical Scalability.

Consequently, the shortcomings of Deep Learning and
related techniques have sparked off research into safer
alternatives. These alternatives complement and

1. Introduction

Within the recent advances in Artificial Intelligence

(Al), Deep Learning and other related Al techniques
have become increasingly popular for achieving
extraordinary success in image and speech recognition,
recommender systems, and other applications.
Nevertheless, the adoption of these Al techniques in
safety-critical applications (e.g., healthcare, aviation,
automotive) remains limited because of their lack of
inherent  support for uncertainty quantification,
explainability, and other desirable properties for
certification. Indeed, failure of these systems in such
applications can result in catastrophic consequences.

1|Page

augment Deep Learning, without attempting to replace
it.

Intelligent Power Quality Management (IPQM) in
sustainable smart grids utilizing intelligent monitoring,
detection and mitigation of power quality abnormalities
has attracted increasing research interest. Power Quality
(PQ) issues and disturbances, however, remain
controversial in the smart grid context. Key power
quality disturbances of concern, such as voltage swells
and dips, flicker, harmonics, voltage imbalances and



transients, explode into rapidly changing temporal and
spatial scales. Consequently, the detection of such
abnormalities and disturbances should generally engage
a combination of computer vision, Deep Learning and
online Data Analytics techniques, rather than a single
Deep Learning-based framework.

1.1. Overview of the Study's Framework and Scope

An integrated, evidence-based synthesis addresses the
systematic design of scalable artificial intelligence-
based systems for distributed real-time monitoring and
decision making in smart automation. The population of
increasing sensor network deployments, which support
high-resolution monitoring of smart environments,
gives rise to large data volumes offered for near real-
time Al-based monitoring decision-making systems.
The investigation identifies the design and
implementation  challenges concerned with the
development of such near real-time Al monitoring and
decision-making systems and discusses these around
five themes. These relate to the distributed architectures
employed for data collection, the Al methods deployed
for real-time monitoring, the scalability characteristics
of the systems, the security governance and privacy
issues encountered, and the design of event dashboards.
Discussions centre on the systems’ horizontal and
vertical scalability, privacy-preserving techniques for
federated systems, methods capacity, and the usefulness
of event dashboards associated with distributed Al
monitoring approaches.

Al-based monitoring systems are being developed for a
wide variety of smart automation settings, including
urban environments, road networks, transport and
logistics processes, health-care activities, buildings,
commercial and industrial processes, agriculture and
food production, and many others. Such systems inherit
large data volumes sourced from dense sensor
deployments capable of supporting high-frequency
sampling across the surroundings of the smart
environment or process of interest. For these reasons,
the population of Al-based monitoring systems is likely
to continue increasing rapidly. The concerns of the
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study directly relate to those authors who seek to design
and implement such monitoring systems.
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Fig 1: Scaling Intelligence: A Multidimensional
Framework for Distributed Real-Time Al
Monitoring and Decision-Making in  Smart
Automation

2. Background and Motivation

Increasingly, large-scale distributed smart environments
are being explored as innovative embedded solutions in
automation, automotive, and logistics applications.
Their design and deployment require a scalable, end-to-
end data dissemination framework for real-time
decision-making and tailoring. Smart manufacturing
environments leverage a collection of cooperative,
process-embedded agents that support semi-free flow of
materials and decision-making knowledge based on
real-time data. Al methods are proposed to enable semi-
autonomous decision making for real-time monitoring
of safety-critical environments. The Al techniques
handle key aspects of automation decision making, such



as detecting or predicting abnormal events originating
from sensors and other corroborative sources.

For safety-critical applications in smart automation,
monitoring must be deep and observe sensor data from
possible abnormal conditions at the same time—single
or combinations of faults. Deep-learning-based
anomaly detection typically operates with fresh batches
of incoming data ready for latest deep model-driven
inferences. The current architecture doesn't support
horizontal or vertical expansion with fresh batches
except for a standalone solution using GPUs. A new
anomaly detection framework has been created that
abstracts deep-learning-based anomaly detection as a
service with federated-style learning support. The
monitoring architecture uses an agent-based approach
with decentralized operations, allowing neighboring
clusters on multiple failover systems to share data even
during closed working hours in a group.

Synthetic distributed sensor streams (with injected anomalies)
]
I An A ~
‘l\’\‘,\.w‘ ‘kl d I'-ﬂ‘v'. o ‘l‘“". '\‘I\‘p A |‘ ’}r'.,‘ ."\~“ /. . | o
Wy W | Wy
T - or 1
‘-“ = or 2
F 4 Y — Sensor 3
2 » weted wnomal wxampln macker)
s
*
l \
A\ A 2o " [\ Ly,
Vi . \ o,
M .‘\ N W Y e 4.
o

ime stey

Equation 1) Distributed sensing — streaming data
model (foundation)

1.1 Sensor streams

Assume M sensors/nodes. At time t, node i produces a
feature vector:

x;(t) € R®
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Stack all sensors at time ¢ into a global “state” vector:

X(@®) =[x, ®7, %07, .., x (O T]" € RM?

1.2 Sliding window for online monitoring

Real-time detectors often run on a rolling window of
the last W samples:

Wl(t) = {Xi(t -Ww + 1), ...,Xi(t)}

This enables online adaptation (mentioned for LOF in
the manuscript).

1.3 Generic anomaly decision rule

Most anomaly detectors ultimately compute a score
5;(t) and threshold it:

si(t) = f(W:(V))
2.1. Rationale and Objectives of the Study

Declare anomaly if s;(t) > T;

Owing to the growing economic burden of system
downtime, maintenance errors, and safety incidents,
considerable research effort has focused on real-time
monitoring and predictive maintenance of industry
systems, buildings, and other infrastructure. Within the
smart automation domain, where such monitoring
capability is particularly important, the implementation
of monitoring solutions is limited because current Al
techniques for real-time monitoring—especially end-to-
end learning-based supervised models—require
considerable labeled data and are thus expensive to
develop. The study proposes scalable Al-based systems
suitable for distributed data gathering, monitoring, and
decision making, considered particularly in the context
of monitoring tasks requiring either labeled data and
long training times or complex intelligent algorithms.
Both monitoring tasks integrate monitoring-related data
from geographically distributed sensors. In the first task,
these data are employed to detect anomalies across the
entire monitoring domain; anomaly occurrences are
subsequently detected at individual sensors.



The monitoring models for the second task deploy Al
techniques for predictive maintenance. These models
are trained using historical data, allowing with online
detection of remaining useful life in a monitored
component. Models for both tasks are developed within
a horizontal-gain cluster-based architecture supporting
model completion of sensor nodes of different hardware
performance. Horizontal-scalability requirements are
defined based on characteristics of the used Al
techniques and monitoring tasks, and a virtual-device
mechanism enabling efficient completion of inference
requests is proposed. The monitoring systems are
realized as service applications within a smart
automation platform developed in the Cloud-Edge-loT
Computing framework. Practical feasibility, gain
characteristics, and horizontal-scalability requirements
of the proposed systems are validated through two real-
life applications.

3. Architectural Principles

Advanced and Intelligent Systems (AIS) that enable
distributed real-time monitoring and decision-making
operate according to three basic architectural principles.
The first consists of a distributed and integrated sensing
infrastructure for data collection that enables process
knowledge creation through different Al techniques.
The second supports an Al monitoring engine that,
through federated machine-learning approaches, allows
for horizontal scalability—enabling a large variety of
sensors to be integrated, from low-cost devices to more
expensive ones. The third vertical performance-capacity
principle enables greater levels of monitoring at
different time horizons according to the importance of
the process and associated risk.

A critical Al-based monitoring capability encompasses
the detection of anomalous behaviour in complex
physical processes proposed according to concepts of
local global monitoring, fault detection and diagnosis
fusion levels, and vertical scalability between low-
dimensional models suitable for real-time applications
and high-dimensional models that allow better
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representation of normal behaviour. Monitoring is
performed through the distributed anomaly detection
characteristics of the Local Outlier Factor technique
with online adaptation to the evolving system
conditions.
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Fig 2: Federated Intelligence Frameworks: Scalable
Anomaly  Detection and  Multi-Dimensional
Monitoring in Advanced Intelligent Systems

3.1. Distributed Sensing and Data Ingestion

Distributed sensing is a key enabler for smart
automation systems. Industrial and other systems
generate copious amounts of data though often from a



relatively fewer number of data sources such as
industrial machines or smart buildings. Collecting data
from a few geo-distributed sources via less accurate but
lower-cost sensors is more economical than deploying
and using highly accurate data sources everywhere.
These observations motivate distributed sensing
composed of one or more geo-distributed data sources
for a data indication or data-sharing task.

Fusing analytic techniques like analytics and
communication technology capabilities such as locality-
aware content delivery and massive machine-type
communication can reduce the response-time
requirements of such Al-based systems. Characteristics
of the data and the data-processing operations also help
categorize the supported Al-based techniques into real-
time, near-real-time, and latency-insensitive processing.
Such a Distributed Sensing-Based Al-Pipeline (DS-
AIP) framework aids in monitoring, securing, and
controlling smart automation systems. Incorporating the
salient principles of distributed sensing improves data
governance. The geo-distributed data sources combined
with a proper privacy-preservation mechanism provide
multiple levels of privacy and security against both
unintentional and malicious data exposure.

Local Quther Factor {LOF) anomaly scoring on multi-sensor stream
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Equation 2) Local Outlier Factor (LOF) for
distributed anomaly detection (derived fully)

Let the current data window (at some node, or
aggregated features) be a set:

D = {Xy,.., Xy}, X; ER?

Choose k (neighbors). LOF is density-based: “How
isolated is x relative to its neighbors?”

Step 1 — k-distance and k-neighborhood
Define the distance function d(x,y) (often Euclidean).
k-distance of a point x:
kdist(x) = distance from X to its k-th nearest neighbor
k-neighborhood:

N, (x) = {0 € D\{x} : d(x,0) < kdist(x)}
Step 2 — reachability distance (stabilizes very close
points)

reach_dist, (x,0) = max{kdist(0), d(x,0)}
Why “max”?
If o lies in a very dense region, its k-distance is small;

using the max prevents unrealistically tiny distances
from exploding density estimates.

Step 3 — local reachability density (LRD)

Average reachability distance from x to its neighbors:

1

X = m Z reach_dist, (x,0)

0EN(X)

Invert to get a density-like quantity:



Ird k (X) =

1
7 (%)

1
= reach dist, (X,0
o] 2, resch disy (0

0EN(X)

Step 4 — LOF score

Compare x’s density to its neighbors’ densities:

_ 1 lrdk (0)
LOF() = et D i

0EN (%)

Interpretation:

e LOF = 1: similar density as neighbors —
normal

e LOF > 1: lower density than neighbors —
outlier/anomaly

Step 5 — Online adaptation (streaming version)

To adapt online, compute LOF on a rolling window
W(t) and update neighbors/densities as points
enter/leave:

Attime t:
D(t) = (x(t — W + 1), ..., x(t)}
Compute LOF, (x(¢)) against D(¢).

4, Al Methods for Real-Time
Monitoring

Real-time analysis of continuously growing data
streams can greatly support decision-making. Herein,
Al methods efficiently enabling rapid detection of
anomalies across data streams originating from various
geographical regions are presented: Multi-Stream
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Temporal Convolutional Network (MSTCN) carries out
anomaly detection on multiple data streams in parallel;
a distribution-free ensemble learning of anomaly
detectors with heterogeneous input data queues, EC3*,
is proposed; a generalized framework integrating a
sampling-based data-filtering technique with various
classes of detectors for imbalanced data-stream
environments is introduced; and a decentralized
adaptation of MSTCN is developed for detecting
anomalies in geographical areas with a limited number
of monitoring sensors.

The role of smart Al-based systems for anomaly
detection in  monitoring automation systems is
discussed. Such systems compete for an unknown and
unpredicted supply—-demand mismatch by analyzing
anomalies in a large number of geographical regions
concentrated in a distribution center, providing valuable
information for reallocation decisions. Unsenseable
demand for detection in remote areas reduces
inefficiencies, and insufficient supply in a distribution
cluster warns of shortages in a small geographical
region. Failed TAC (Target and Compare) strategies
relate  to unpareto-optimal systemic conditions.
Applications consider detection of anomalies in eBay
sales statistics, the Germany electricity process, and
NYSE trading volumes.

Local Quther Factor {LOF) anomaly scoring on multi-sensor stream
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Equation 3) Gaussian Process (GP) + PCA hybrid
anomaly detection (derived fully)

3.1 GP time-series model (single sensor)

Assume we observe time series pairs (t,, y,,), n =
1..N.

Step 1 — Prior over functions
A Gaussian Process prior:
f@®) ~ GP(m(), k(t,t))

Often m(t) = 0. The kernel k encodes
smoothness/seasonality.

Observation model (noise):
Yo =f(tn) + € € ~N(0,0%)
Step 2 — Build covariance matrices
Let t = [tq, ..., ty]". Define:
K=K(@tt) e RN, K, =k(t,t;)
Noisy covariance:
K, =K+l
Step 3 — Posterior predictive distribution at a new
time t,
Compute:
k., =K(t)eRk,, =k(t,t,)
Predictive mean:
o =m(t) + kK (y — m(b))

Predictive variance:
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0-*2 = k** - kIK;lk*

Step 4 — GP anomaly score from residual
Residual:

e(t) =y — i
A common standardized score (z-score):

le(t)l

*

z(t,) =

Flag anomaly if z(t,) > z; (e.g., z; = 2 or 3).
4.1. Anomaly Detection in Distributed Environments

Novel methods for real-time anomaly detection in
distributed systems are also essential. Distributed and
federated approaches have been proposed, primarily for
binary classification, based on subspace learning
concepts for both divergence and similarity measures.
To break the limitation imposed by subspace learning, a
multi-label and hierarchical approach was developed for
anomaly detection, enabling not only distributed but
also horizontal scaling. The framework combines
hierarchical clustering using different algorithms for
different clusters, multilabel prediction based on local
classifiers, and a random forest classifier for refining the
prediction using local predictions as additional
information. The approach was validated on both
synthetic and real data sets.

Anomaly detection in multidimensional continuous
time series is also important for the proposed smart
automation architecture, mainly for use cases that need
real-time alerts. A performance-efficient approach
employs Gaussian processes (GPs) to detect seasonality
and predict future normal behaviour, combining these
capabilities with a PCA-based global spatial model to
identify global anomalies during the prediction horizon.
The primary advantages of the proposed hybrid
approach are its linear complexity and ability to capture
time-shifting anomalies.
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5. Scalability and Performance
Considerations

The proposed distributed, horizontal architecture for
sensing, monitoring and decision support systems is
scalable by design. Hardware and software resources
can be added incrementally in an elastic manner to
handle increasing loads. A vertical architecture for a
monitoring and decision support tool can be derived
from the distributed horizontal one. All sensing sources
send their collected data to a central data lake, and a
powerful computing unit in the cloud serves as the big
data analytic engine.

Scalability can be considered in two ways: by adding
more resources horizontally (horizontal scaling) or by
replacing existing resources with stronger and faster
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ones vertically. A distributed decision-support tool
comprised of interconnected layers can also be built. In
this case, front-end monitoring agents collect and
process local data. Local anomalies are detected, and
notifications are issued in real time to the clients
connected to that layer of the tool. Data are also ingested
by the second layer of the tool, where a more powerful
entity validates local anomalies and detects anomalies at
a higher level of abstraction using the aggregated data
coming from the local layers.

Horizontal Scalabillity Vertical Scalability
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Fig 3: Elastic Intelligence: A Multi-Layered
Framework for Scalable Distributed Monitoring and
Hierarchical Decision Support Systems

5.1. Horizontal and Vertical Scalability

The scalability of Al methods for real-time monitoring
in distributed systems will be investigated, with a focus
on two main dimensions: horizontal and vertical
scalability. Horizontal scalability refers to the ability to
distribute training and/or inference over a set of
independent nodes, so that the overall workload
perceived by any single node can be reduced by
distributing it to a larger number of nodes. The ability to
use special-purpose computational resources, e.g.
accelerators like GPUs, to increase the throughput in a



fast and cost-effective way is a particular case of
horizontal scalability.

Detecting different types of anomalies in a distributed
sensing environment can be formalized by means of an
extreme multi-label classification problem. Many
current solutions are based on locally trained classifiers.
Multiple classifiers can be trained in parallel on
different nodes using features from the same node, as
the data and label dimensions are large and typically
sparse with respect to the label dimension. Training
when GPU nodes are available is faster and cheaper
when the workload of the non-GPU nodes is smaller.
So, as more trained classifiers are deployed, these
benefits increase. Inference can be done through a single
classifier or multiple classifiers in parallel, depending
on the type of anomaly. An ensemble-based framework
that allows combining these different inference
approaches is being explored.

6. Data Governance, Security, and
Privacy

Data governance frameworks for large-scale smart
sensing environments ideally include security, privacy,
and usability as key goals. The terms data governance
and management are often used interchangeably, but
management is typically used to refer to the more
technical aspects of storage provisioning, data storage
and retrieval. A more detailed definition of data
governance indicates a framework for decision making
on data management so that the data remains usable,
relevant, and secure at all its life cycle phases.

Federated learning is a distributed method for training
Machine Learning models across decentralized devices
that hold local data samples without exchanging them.
Cross-silo federated learning refers to a scenario with a
small number of participants, such as institutions or
companies, and where communication between parties
and central server is usually secured and bounded. In
this scenario, differential privacy mechanisms can be
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applied to the local model updates before being sent to
the central server.

Synthetic distributed sensor streams (with injected anomalies)
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Equation 4) Federated learning + differential
privacy (derived fully)

4.1 Local training objective
Client/node i has dataset D;. Model parameters are w.

Local empirical risk:

Fi(w) =

£ (w;x,y)

(x,y)eD;

1
| Dy
Global objective (weighted by data size):

|D;|

Fw)= ) o7
v % |Dj|

Fi(w)

4.2 Federated Averaging (FedAvg) update rule

At round t, server broadcasts w(®.
Each client runs E steps of SGD:

Client update (one SGD step):



w « w — nVF;(w)

(t+1)
i

After local training, client sends either w, or the

delta:

Al(t) — Wi(t+1) _ w(t)
Server aggregates (weighted average):

K
W(t+1) _ |Dl| wi(t+1)
4%, |Dj]

or equivalently

|Di| A(-t)
= 11

6.1. Federated and Privacy-Preserving Analytics

wttD) — w® 4

Machine learning and data mining often require
centralized data lakes that collect the data from their
premises and transfer it to a centralized location for
analysis. However, a new paradigm of federated
learning-based analytics has recently emerged that
allows organizations to perform machine learning on
models located on the respective premises without
accessing their data, significantly mitigating the risks of
exposing sensitive data. Essentially, a detailed model is
shared within a federated group of participants where
the cores of the models are exchanged while the layers
responsible for providing identification features remain
hidden. Federated learning analysis models also enable
participants to extract knowledge from their datasets
without the risk of exposing sensitive information.
Federated transfer learning can combine data from
different premises while preserving the privacy of
sensitive data.

The concern for data privacy can further be integrated
into these concepts by relying on secure multiparty
computation techniques. In this secure multiparty
computation model, all data at all participant locations
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is protected by secure multiparty computation in such a
way that the information shared with the party providing
the core model will be inaccessible to them and will
have to be decrypted by all other premises at the end of
the process in order to finalize the training of the core
model. This is a complex and time-consuming process
when the number of participants is large, though, as it
must be executed by every premise. Moreover,
federated analytics are usually limited to a particular
analytical task. Privacy-preserving data mining allows
analytics to be executed on sensitive data without
exposing the data to each other.

7. Conclusion

Scalable Al-Based Systems for Distributed Real-Time
Monitoring and Decision-Making in Smart Automation

Increasingly distributed operations, sensor proliferation
and the requirement to monitor an evergrowing number
of entities have created demands that typical centralized
Al-based solutions cannot meet. These and additional
drivers of scalability, such as the sheer volume of data,
the need to serve an ever-growing number of users, and
the need to provide data locally while observing privacy
and data protection regulations, must be recognized and
addressed. Once these drivers have been identified, it
becomes possible to assess whether horizontal or
vertical scaling is the best answer. A complementary
approach is to move from generalization to
specialization by analyzing distribution and segregation
at lower hierarchical levels.

The synthesis therefore highlights scalable Al-based
solutions that address distributed real-time monitoring
and decision-making requirements for smart automation
including 10T, smart cities, smart buildings, smart grids
and smart healthcare. Al-based methods, services and
operators explicitly designed to work in a distributed or
decentralized manner are targeted. To address the fact
that security, privacy and guaranteed data access are
becoming increasingly important, and on ensuring
compliance with legal and ethical regulations, the focus



is on data-governance, security and privacy-triggered
distribution. Scalability, and in particular horizontal
scalability, is a first-order design concern and, where
appropriate, the trade-off with vertical scalability is
explored.

Smart Automation Application Focus
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Fig 4: Smart Automation Application Focus
7.1. Summary of Key Insights and Future Directions

In summary, the evidence-based synthesis presented in
this study emphasizes scalable Al-based systems for
distributed real-time monitoring and decision making in
smart automation. The central argument states that
emerging concepts, standards, and technology
frameworks make it feasible to extend both monitoring
and actuation components of smart automation systems
to broader, distributed environments. By given attention
to monitoring of various types, including process,
quality, status, cyber-security, performance, and fault,
as well as anomaly detection in large numbers of
connected  devices, robots, and production,
transportation, or service systems, these systems can
provide the timely and collaborative information needed
for smarter decision making, including in-situ or in-
cycle modification of normal operational parameters.

While the recent results are very encouraging, several
challenges and research directions remain. The rest of
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the chapter therefore outlines some pointers and ideas
for possible future exploration and development.
Scalability of both sensing and data ingestion as well as
the monitoring algorithms and methods themselves is a
key consideration. Horizontal scalability covers the
growing number of connected devices, robots, and
component systems — such as physical objects
municipalities or smart cities, sensors or actuators
integrated on smart physical objects, pedestrians — and
the gradual development of larger-scale sensor-actuator
networks in control applications. At the same time, there
is also demand for vertical scalability of the architecture
to allow its potential deployment in local, peripheral, or
edge computing environments, with minimal or no
dependence on powerful central-resource systems
capable of immediately training larger detection
models.
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