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Abstract

The use of Health Level 7's Fast Healthcare Interoperability Resources (FHIR) for facilitating
real-time data exchange among healthcare systems in life-critical scenarios enables patients to
receive timely and appropriate treatment whenever and wherever they need it. FHIR provides
models, rules, and interfaces for data exchange between computerized applications operating in
the healthcare domain. Being a web-based standard, it can be easily deployed using an event-
based architecture. Furthermore, it allows for online communications and moves away from
standard file batch processes. The eventing mechanism facilitates the push of data from an event
publisher to interested subscribers and notifies them of updates for resources of interest.

The increasing diversity and complexity of healthcare information systems, along with the
demand for timely integration of data across these systems, point toward the need for a real-time
event-based integration approach using FHIR REST services. Open-source frameworks have
been developed for achieving the required integration. However, architectural decisions in
designing such frameworks have a significant impact on their ability to support data exchange
with low latency. The selection of an appropriate integration architecture is also crucial for
meeting requirements such as interaction with external enterprises, protocol translation, security,
and compliance with cloud deployment models. Therefore, several architecture patterns
commonly considered and deployed for event-based integration using FHIR are discussed. Each
architecture pattern is detailed, along with its strengths and weaknesses for supporting real-time
data exchange.

Keywords: HL7 Fast Healthcare Interoperability Resources (FHIR), Real-Time Healthcare Data
Exchange, Event-Driven Architecture, FHIR RESTful Services, Healthcare Systems Integration,
Low-Latency Clinical Data Processing, Interoperability Standards in Healthcare, Event-Based
Integration Patterns, Cloud-Enabled Healthcare Platforms, Secure Health Information Exchange,
Protocol Translation Frameworks, Healthcare API Design, Life-Critical Clinical Systems,
Publish—Subscribe Mechanisms, Open-Source Healthcare Integration Frameworks, Scalable
Health IT Architectures.
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1. Introduction

Real-time data exchange between healthcare stakeholders enables timely and precise
decision-making, reducing the chances of medical errors and unnecessary examinations. Data
flow across hospitals, physicians' offices, and other stakeholders is often facilitated by Enterprise
Service Buses, SATSs, or various proprietary solutions. However, clinical environments
continually change: patients may experience sudden symptoms and distress, and clinical
workflows may differ from the normal flowchart. These facts, in conjunction with the ever-
increasing amount of information generated and stored about patients, require a stepping-stone
between normal/complementary data flow between applications and real-time data refresh based
on events/message exchange. Patients' states should be monitored and consequently reflected in
the monitoring application by alerts and actions linked to patients at risk. Moreover, applications
that rely on clinical decision support need data related to clinical indications and affected sites to
be kept up to date in order to make a precise evaluation of possible interventions. Various
techniques can help near real-time data refresh according to environment conditions such as
service availability and delivery time requirements.

The Fast Healthcare Interoperability Resources (FHIR) is a modern family of
specifications created by HL7 International that facilitates company interoperability through the
definition of simple data models, a RESTful interface, declarative complementarities, and event-
based notifications among others. Both the theory and implementation support the creation of
FHIR-based interoperability solutions at a high level of fidelity that can serve as a foundation for
further investigations. Three patterns of architecture design for REST and event-oriented
approaches are defined, enabling near real-time data exchange. Strong solutions built on these
architecture patterns address live behavior in an acceptable scenario foundation.
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Fig 1: Real-Time Interoperability via Event-Driven Architecture: Scaling SMART on
FHIR for Value-Based Healthcare Ecosystems

1.1. Overview of the Study and Its Objectives

Interoperable real-time exchange of healthcare data is crucial to fully materializing the
value-based healthcare model. For patients, timely access to the latest clinical data is pivotal for
safe care, particularly during critical care transitions. For healthcare organizations, effective
internal and external care coordination, coupled with rapid response to issued alerts, reduces care
costs while improving care quality and patient safety. For clinical decision support solution
developers, real-time updates are crucial for delivering relevant logic. Developers of other
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systems operating at a higher level of abstraction also have an interest in accessing and
exploiting real-time data. Related benefits are materialized in terms of quality and safety increase
and cost reduction. Hence, guidance for the design and implementation of real-time data
exchange

It is evident that a shared event-driven architecture for real-time exchange of healthcare
data across and within organizations and services brings immense benefits. Initial interest in real-
time healthcare interoperability is mainly driven by developers of clinical decision support
solutions. Nevertheless, the urgency for event-driven exchange is becoming increasingly tangible
also among other stakeholders. The SMART on FHIR framework already enables seamless real-
time integration for solutions hosted in an application portal supporting the corresponding FHIR
App Launch mechanism. Within a few years, SMART on FHIR will cover all aspects of clinical
decision support integration. Interest in the real-time update of the underlying healthcare data,
however, extends well beyond the clinical decision support domain. For patients, timely access
to the latest clinical data is pivotal for safe care, particularly during critical care transitions. For
development organizations, effective internal and external care coordination, coupled with rapid
response to issued alerts, reduces care costs while improving care quality and patient safety.

Equation 1) Throughput (events/sec or transactions/sec)
Step-by-step derivation
1. Let

0 Ngecess = NUMber of successfully completed transactions (or successfully
published/delivered events)

o T = measurement time window (seconds)
2. “Per time window” means “divide by the window length”.

3. Therefore, throughput is:

success

T

Throughput (X) =
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4. Units check: if Ny ..o 18 “events” and T is “seconds”, then X is “events/second”.
2. Background and Motivations

Traditional approaches to healthcare data exchange have generally centered on complete
and often complicated datasets. Clinical requirements for timely access to healthcare information
call for real-time interoperability, enabling the round-the-clock flow of data between
organizations, applications, and medical devices. Such capabilities foster a variety of new
clinical applications, redefined service models, and integrated delivery networks finally focused
on improved patient outcomes.

Motivations for real-time interoperability are many, clearly identified in numerous
regulations and mandates. Hospitals, practices, and other healthcare organizations are under
continual pressure to accomplish better patient outcomes and to enhance patient safety.
Shortcomings in data sharing are well understood to have prevented useful capabilities from
becoming more widely available. Additionally, market and clinical forces, policy initiatives, and
the needs of an increasingly activated patient population are driving the need for real-time
clinical data exchange capability. Delivering quality health care and improving patient safety are
major concerns for regulators, and similar considerations influence data exchange mandates
issued by health insurance payers. Resources are inherent in FAST, Advancing Interoperability
by Streamlining Health Information Exchange, the 21st Century Cures Act, and HHS
Interoperability and the Blocking Rule.
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[llustrative Throughput vs Concurrency (Synthetic Example)
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2.1. Drivers of Change in Healthcare Interoperability

Recent trends in information and communication technologies have enabled vast amounts
of electronic patient data to be stored in institutions, but these data are largely inaccessible for
clinical applications, such as clinical decision support, or for use by patients and clinicians.
Commercial products offer specialized solutions to some of these problems by allowing apps to
consume certain types of data, but such environments do not scale well to third-party
development across institutions and geography. Previous arguments for open standards in
healthcare exchange have focused on the patient’s role as information provider, but clinical
needs also demand greater provider capabilities and wider, granular access to patient data.
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Incentives for connecting disparate information systems in healthcare have grown, and
external pressures are mounting to overcome the technological resistance outlined. With limited
development resources, hospitals face a high burden of creating ad hoc interfaces to serve every
vendor-specific need. National and international certification entities are linking rewards and
outcomes to system connectivity; without it, hospital acquired conditions are being penalized.
Failing to achieve semantically consistent, pan-institutional data can produce unwelcome legal
exposure. Integrating information from other providers enables patient safety checks and reduces
clinical duplication and cost, so stakeholders in an increasingly competitive environment
recognize the value of providing timely—ideally real-time—access to patient data.

Equation 2) Drop ratio (loss / non-delivery fraction)

Step-by-step derivation
4. Let
O Nyempt = attempted/published events (or attempted transactions)
0 Ngyecess = Successfully delivered/processed
5. Dropped events:

N, drop = attempt — Nsuccess

3. Drop ratio is the fraction dropped out of attempted:

Ndrop -1— Nsuccess

Drop ratio (D) =
N, attempt N, attempt

3. FHIR Fundamentals for Real-Time Interoperability

Real-time interoperability relies on four aspects of FHIR: modelling, supported
interfaces, the Resource-based Dynamic Eventing Model, and sub-resources/contained-
resources. Resource modelling is rooted in abstraction, the need to cover nearly all social and
clinical aspects of the provisioning of care, and a focus on CRUD operations. Exploration of
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modelling choices like profiling and defining specialization constraints is applied to a real-time
use case of MedicationAdministration for resource-driven notifying.

A large part of the interaction patterns in clinical environments can be derived from
REST, and therefore focus is on CRUD and CRUD-like operations. Naturally, Activity and
Created have a meaning but are less important. The complete set of operations, such as Search
with its built-in paging mechanism, conditional operations on Create, Update and Delete, and the
use of Transaction can be found in the specification. Only the Server-Sent Updates approach, a
special case of the Publish/Subscribe pattern, is elaborated. It is directed primarily at real-time
situations with requirements for high throughput and timeliness for data generation and potential
resource replication rather than full support for CRUD legality.

Finally, research work around the Resource-based Dynamic Eventing Model is
summarized, demonstrating the dual use of Resource-based Dynamic Eventing as a form of
Server-Sent Updates and as the Notification part of the Publish/Subscribe pattern. It also shows
that Notification can enable simple-but-robust solutions when a full Publish/Subscribe solution
cannot be achieved. The Guarantee on Notification Delivery axis enables specification of what is
guaranteed concerning delivery of notifications within Notification workflows.

Processes Attempted events Delivered events Dropped events
(P) (N_attempt) (N_success) (N_drop)
1 12000 12000 0
2 12000 12000 0
3 12000 12000 0
4 12000 12000 0
5 12000 12000 0
6 12000 12000 0

3.1. Resource Modeling and Profiling

Resource modeling for real-time exchange adheres to FHIR foundations, with a broad range of
domains and coverage areas. Its implementation balances specification and flexibility. The

8|Page



JOURNAL OF INNOVATIVE

ACADEMIG RESEARCH

profile-based extension mechanism and modelling approach by pairs of resources refine a
complex model by separating the data exchange from its origin in a relevant context. Event-
based and notification delivery mechanisms for FHIR resources complement their generic
modeling approach and aspects that are typical for real-time use cases. Resource binding to
interaction patterns creates avenues for specialization and enforces the use of given constraints
without the need for specifying a profile on every instance.

Event-based use cases rely on subscriptions and differ from patterns that follow a service-
oriented approach. Asynchronous message-oriented middleware such as event brokers decouple
message producers from consumers in latency-sensitive applications because their use radically
reduces the need for an explicit request. Other patterns for real-time update include the support
for server-sent updates. Long-polling and WebSocket patterns provide the necessary fidelity
without being monitored by many subscribers.

A pattern based on a dedicated event gateway, also called publish-subscribe architecture,
further contributes to reducing latency by distributing messages to the interested consumers. The
alternative of an event mediation layer allows access to an event broker from any other protocol
and creates a security boundary to shield the backend. While the first pattern is typical for
hospitals in major cities, the second is common to smaller hospitals, monitoring devices and
services hosted in the cloud.
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Fig 2: Real-Time Health Data Interoperability: Optimizing FHIR Resource Binding and
Event-Driven Architectures for Scalable Clinical Exchange

3.2. RESTful Interfaces and Operations

Representational state transfer (REST) is an architectural style for application design in
which resources are identified by URIs and manipulated through defined representations. The
four core operations match the Create, Read, Update, and Delete (CRUD) operations of a
database and this close mapping permits a straightforward and durable implementation of a
RESTful API over a resource-oriented data model. REST has become the dominant architectural
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style for the Web and is commonly placed in contrast with SOAP, which implements a remote
procedure call (RPC) pattern that imposes a strong coupling between client and server.

While CRUD is sufficient for many applications, data access patterns also include
searching or listing — retrieving a list of resources that match certain criteria — and conditional
DELETE operations, in which a resource is deleted only if its current state meets a specified
condition. Conditional operations allow client applications to perform statement-based operation
sequencing without introducing update locks, so long as data conflicts are not severe. To
promote data validity and reduce effort versus response time requirements when operating on
large collections, CRUD-type operations support paging, while short read-caching enables rapid
access to data that is relatively static.

3.3. Subscriptions and Real-Time Evening

Subscriptions form a powerful mechanism suitable for different distribution and scale
requirements in real-time healthcare data exchange. The standard FHIR subscription support
enables clients to register interest in particular resource updates on a FHIR server, and upon
occurrence of a matching event, an automated notification is sent to a callback address.

Various implementations exist across different FHIR servers with respect to delivery
guarantees, notification content, or notification workflows and support. Nevertheless, they
provide a fundamental capability that is particularly suited for clinical settings. Making
notification callbacks support webhooks is paramount for reducing the operational burden of
delivering notifications, and an event broker g-level architecture can complete Server-Sent
Events support. Other steps can be taken to better reconcile subscription support of FHIR
RESTful APIs with the needs of real-time operation. Those indicatives can be augmented to
publish-subscribe engines, allowing loose coupling, horizontal scalability, and filtering semantic.
Integrating partitioning and replication introduced non-trivial characteristics, reducing temporal
predictability while increasing reliability. Appropriate means can then be employed to minimize
latencies.

By integrating a gateway that translates messages between FHIR clients and a publish-
subscribe engine, consistent and efficient translation is supported, automating the required
adaptation. The resulting architecture fits high-availability and high-throughput scenarios. The
inclusion of a mediation layer capable of transforming notification messages among formats
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makes the approach even more versatile, supporting heterogeneous eventing systems, enhancing
security, and simplifying deployment.

Equation 3) Throughput gain (relative improvement)
Step-by-step derivation
6. Pick a baseline configuration (e.g., P = 1 process) with throughput X ...
New configuration has throughput X, .

7
8. Absolute gain: X, . — Xpase
9

Relative gain (dimensionless):

G = Xnew - Xbase
Xbase
5. Percent gain:
1G% = 100 - G|

4. Architecture Patterns for Real-Time Healthcare Data Exchange

Two types of architecture patterns are defined in relation to real-time healthcare data
exchange, considering the characteristics of healthcare data, particularly its episodic nature. The
applicability of the patterns to the clinical process is analyzed. Event-driven architectures
together with FHIR-supported publish-subscribe mechanisms appear to be well suited for many
use cases, but they are not without limitations. Alternative patterns incorporating gateways or
mediation layers fulfill a different set of requirements and support other use cases.

The healthcare domain is becoming increasingly event-driven; newly generated data
should be processed and made available to interested parties with little or no latency, according
to plays or business process design, or even outside established plays. Event-driven architectures
(EDA) use a production/consumption model for distributed systems where the events that occur
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in the system are captured and stored by one or more event brokers. Additional subscribers can
then consume copies of these events at their own pace. The event store can retain the events for a
predefined amount of time or export them to other long-term data systems for future analysis. In
the healthcare context, the significant amount of data generated, the often-episodic nature of
medical events, and the high costs of maintaining those infrastructures make this digitally
transient and accessible data an attractive target for commercial event brokers.

Real-time applications in this domain often follow the FHIR standard, and their
requirements can be served directly through the pattern of server-sent events (SSE) for one-way,
simplex communications from server to client, as well as publish-subscribe models through
protocols like WebSockets—full-duplex TCP channels between browsers and web servers that
operate through a single socket—using libraries such as Socket.io for operation in other
environments. The combination of SSE and publish-subscribe models allows the evolution of
information from clinical services to clients without having to code the collection of a resource
or the subscription and reception of notifications at the level of the clinical logic; it is typically
the final layer of clinical decision support that collects data and will send requests.

4.1. Event-Driven Architectures

The first architecture pattern describes event-driven structures, where newly created or
updated FHIR resources generate notifications through subscriptions. These notifications can
trigger more complex processes within the monitoring organization. Event-driven architectures
and services can be further categorized based on the technology chosen to implement them:
event brokers that route notifications from publishers to subscribers, or a stream processing
platform that monitors the resource streams of multiple organizations. A key aspect to consider is
that many monitors only need to be informed about a subset of resources in one of the
organizations. This can be achieved in different ways, depending on the needs of each use case.

Monitoring organizations subscribe for updates only about the specific resources relevant
to the clinical use case. These subscriptions can also constrain the settings of the received
resources, filtering out the ones not needed by the backend service or application. For example,
the backend of a data warehousing solution for a regional health authority may want to receive
complete medication administrations when a patient in the region has been administered a high-
risk drug. In this case, it could create a subscription that listens to all medication administration
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resources of the patients residing in the region and that contain such drugs in their list of high-
risk medications, but without the other recent drug administrations. Response times for
notifications depend mainly on how quickly the event broker or stream processor can evaluate
these constraints.

In addition to supporting the main clinical decision support workflow, subscriptions can
also make the addition of new, concurrent decision-checking workflows straightforward. If the
corresponding item is published as part of the standard terminology services for the clinical
collaboration environment, organizations can simply create the required subscriptions and the
monitoring solutions will be ready to operate. For example, a monitoring organization could
create a subscription that listens to all unplanned readmissions of patients older than 70 with a
soft renal insufficiency, enabling the implementation of a decision workflow that executes a
specific intervention after the second readmission.
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4.2. Server-Sent Updates and Publish-Subscribe Mechanisms

Server-sent updates and publish-subscribe mechanisms support efficient notification
distribution, allowing clients to listen asynchronously for resource updates. Clients initiate the
subscription and receive real-time updates without having to continuously poll the server at
regular intervals. Availability and scalability are critical for notification services that can
experience bursts of message traffic at short intervals. Latency and delivery guarantees—such as
at-least-once and exactly-once—are also important factors that can influence the choice.

Event-driven architectures are a class of EDA offering an elastic, fail-safe, and eventually
consistent alternative to request-response REST interactions. Rather than extending the REST
architecture style to support publish-subscribe interaction patterns that are not a natural fit for the
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style, an event broker is used to decouple the producers of events from consumers. Clients that
are only interested in specific data update events subscribe to the publish-subscribe channels (or
topics) of their interest and receive notification updates either in a restful manner (i.e., using
HTTP long polling) or over dedicated connections using WebSocket or other streaming
protocols. Subscribe channels serve as appropriate layers of functional decomposition to
naturally subdivide and aggregate events occurring in the distributed system.

4.3. Gateway and Mediation Layer Designs

Models for real-time healthcare data exchange also include architectures in which an
additional gateway functions at the border between a healthcare organization and Partner A, B,
or C. These architectures introduce a demarcation boundary which is often motivated by non-
functional requirements—such as concerns about security, management, Quality of Service, or
access control—rather than by purely functional requirements. The gateway receives updates
from the organization’s systems, possibly translates them into another protocol (such as AMQP
from REST), and makes them available to interested parties.

Gateways also simplify management (and maintenance) of multiple connections to
multiple partners. By acting as a single point of access for data producers (e.g., an EHR system)
and data consumers (e.g., decision-support applications), the number of connections can be
reduced even further. A single data producer can connect to the gateway while it is subscribed to
multiple data consumers and vice versa. The gateway does not have to involve the classic
middleware function of decoupling systems operating on different protocols; these
transformations only need to occur when data producers and consumers use different protocols.
In addition to protocol translation, security between the governance-domain boundary can also
be enforced at the gateway layer.

An important practical design decision concerns the distribution of the gateway service
over multiple nodes. Distributing the gateway layer also provides an avenue for scaling out
systems that require low latency or high throughput in real-time data exchange. Data updates can
be selectively received and processed only in the data-sourcing gateway nodes, thereby
decreasing the processing burden in all the gateway nodes, and ultimately lowering end-to-end
latency. Distribution enables addressing the gateway layer where it is reasonably close to the
data consumers that require low-latency service.
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Equation 4) Latency and latency decomposition (end-to-end)

Step-by-step derivation (per event i)
10. Let

@
trigger

o) t(i)

processed

ot = time event i is triggered

= time subscriber finishes processing event i

11. End-to-end latency:

processed trigger

4. Decompose into the components named in the article:

ot =time spent in broker

o ¢t = broker-to-subscriber delivery time

o tW = subscriber processing time

proc

5. Then:

_ @ @ @
L i — tbroker + tdeliver + tproc

6. Average latency over n events:

6. Latency bound (as “maximum duration” per the paper):
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L = max L;
max— ie1,n} ¢

5. Interoperability Frameworks and Standards Alignment

Event-driven communication patterns are an acknowledged need for real-time healthcare
data exchange, but clinical decision-support frameworks and terminology services are equally
important contributors to a well-functioning system. In addition, new clinical services often
require data from multiple systems, thus crossing the boundaries of individual FHIR services. An
interoperability framework describes the orchestrating components and principles necessary to
achieve interoperability among independent systems. Given these drivers, an interoperability
framework should align with FHIR to provisions for—1) the Smart Health IT (SMART) on
FHIR architecture and the associated CDS-hooks eventing decision-support integration model; 2)
the provision of real-time call services and the corresponding requirements for terminology
mapping and services; and 3) the promotion of data integration across multiple independent
systems exchanging data using FHIR.

The SMART on FHIR architecture extends FHIR for application integration by defining
a call-and-response method for app execution requests, thereby integrating web-based apps in an
organization’s electronic health records system. The incorporation of decision-support services,
particularly for diagnostic, therapy, and assessment suggestions, enhances the service provision
of a FHIR-based architecture. For such decision-support services to be effective, they require
access to coder services (that provide readable data for clinical coding), terminology services (to
ensure the correct use of codes in message-generated term elements), and often data from
multiple organizations, thereby invoking the composite-synchronization requirement.
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Latency Suitability by Architecture Pattern (Interpretive)
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5.1. SMART on FHIR and Clinical Decision Support Integration

Applications and services interacting with the healthcare domain often require supporting
clinical decision workflows, whose execution relies on a healthcare system. These interactions
are enabled by a smart on FHIR approach, through which an application expresses its
initialization and subsequent operations with the server via OAuth 2.0. When properly
orchestrated, these workflows can also serve as premises for FHIR interoperability and be
defined according to business service models, even if not formally supported in existing
interoperability pyramids.

A clinical decision support (CDS) application operates as a service provider during the
decision workflow, offering assessment capabilities that depend on being given as input the
patient data required to perform the analysis. Events related to resource creation and updates can
be exploited to kick off the decision-making process, boasting a time window that shortens
response times and optimizes resource consumption. Once a patient is identified, the CDS
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service subscribes to the corresponding patient resource at the hosting FHIR server, requesting a
notification every time a resource in the patient scope changes. By registering for a notification
every time a CRUD operation occurs for the subscribed patient, the service massively reduces
unnecessary cycles. Upon reception of the notification, the patient resource data can now be
fetched and readily input to the decision-analysis engine.

When the CDS service pushes a notification back to the invoking service, it bundles both
the decision and the corresponding event. The invoking service processes the information as
needed, and should the integration process be interrupted or the transported message lost, the
notification is still automatically guaranteed. The approach is similar to that offered by CDS
hooks; the notable difference is that, in this design, the service does not need to invoke the target
FHIR service with an empty base URI.
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Fig 3: Event-Driven Interoperability: Optimizing Clinical Decision Support through
SMART on FHIR Subscription Architectures

5.2. Terminology and Coding Systems Alignment

Terminology services are essential for real-time healthcare data interoperability. They
provide the means to translate resource codes, ensuring semantic coherence across any message.
Various levels of granularity and coverage are required in a real-time environment because
resources may contain many coded fields with different domains. These needs can be fulfilled by

21|Page



JOURNAL OF INNOVATIVE

ACADEMIG RESEARCH

applying coding systems with a hierarchical structure, where the codes with general meaning in
higher nodes are mapped to codes with specific meaning in lower nodes.

Terminology services are generally based on coding systems with hierarchical structures
and the mapping of equivalent codes among different systems. In fact, the concept of
terminology service itself has become broader and now covers the mapping of codes belonging
to different coding systems, as well as the definition of valid value sets for described resources.
Additionally, Semantic Mapping, Data Integration, and Information Fusion have become major
research areas by their own and have received a lot of attention in the last two decades. When it
comes to Terminology Services for Healthcare Data Interoperability, a set of hierarchical coding
systems with appropriate coverage is usually provided for the most important domains of a given
application. Furthermore, a proper mapping between those code systems is defined in order to
guarantee the possibility of translating values. These translated values allow terms belonging to
several domains to be unified.

Apart from coding systems, terminology services may also define the valid values for the
coded fields of a resource. A FHIR profile defines all the constraints on a resource, including
coding system and value set. Terminology services can also provide the means of defining the
valid value set. Therefore, it is common that the set of coding systems used by the real-time
architecture fulfills the requirement for terminology services. However, when coding systems do
not cover a particular domain, Terminology Services may resort to mapping by mapping the
codes belonging to the missing domain with the available codes of other services.
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Security/Boundary Strength by Architecture Pattern (Interpretive)
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5.3. Data Integration and Interoperability Myramids

Real-time data exchange can provide a seamless integration experience for all the
consumers of data. However, achieving the lowest latency across the spectrum of data consumers
can be difficult, especially when specific consumers require combinations of data elements from
multiple sources for their application to be executed. The canonical FHIR-based solution must be
tested against such cases of real-time data integration to understand the challenges and the
mitigation strategies.

The process of integrating data from multiple sources to create a more informative data
structure is often referred to as data fusion or data integration. An early conceptual model for
data integration defines a three-layer pyramid of data integration. The first layer consists of data
sources that can produce base-level data primitives that are required for the integration. The next
layer consists of data sources that perform data integration services on the previous layer's data.
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The top layer contains special-purpose data analysis systems that support specific applications,
which can include areas such as knowledge discovery.

The general area of data integration services research is to study the integration service
layer, which is often hard to implement and can incur a fair amount of latency. In the case of
real-time systems, however, such services must adhere to the lowest possible level of latency for
the highest-up layer that requires them. Unfortunately, such high-up layers also tend to
implement a composite service, which is a service composed of multiple real-time services
working at various latencies. For such composite services, an architectural pattern to perform
data integration services without introducing extra latency should be used.

6. Performance Optimization Techniques

Interoperability frameworks define the interaction pattern and behavior of the integrated
system, specify the quality of service (QoS) requirements, and enable monitoring and evolution
of the composition. Quality metrics such as throughput and latency can be calculated and
analyzed. Performance optimization techniques for improving throughput and lowering response
times have been proposed. The impact of the optimization techniques is appraised by testing a
SMART on FHIR service using the benchmarking protocol defined in Section 6.1. The QoS of
the SMART on FHIR services appraised using the HI-Event framework for clinical alerts and
notifications is also presented. Furthermore, optimization techniques that are orthogonal to
throughput and latency are discussed.

Throughput refers to the number of transactions successfully completed in a given time
window. For event-driven applications, it can be defined as the number of events successfully
published within a specified period. Latency refers to the time elapsed between the instant an
event was triggered and the instant it is processed by the subscriber. The latency bound of a
subscriber can be defined as the maximum duration to deliver the event notification, including
the time spent in the broker, the broker-to-subscriber delivery phase, and the subscriber
processing time. Quality of service metrics for real-time systems consisting of a sender, broker,
and receiver can be extracted from the behavior of the broker and the receiver. The proposed
benchmarking protocol for these systems is composed of three main activities: 1) measuring the
throughput of a health-information brokerage system, 2) applying a latency-calculating
methodology, and 3) measuring the receiver processing duration.

24| Page



JOURNAL OF INNOVATIVE

ACADEMIG RESEARCH

Equation 5) Benchmarking protocol as measurable equations

12. measure throughput, 2) apply latency-calculating methodology, 3) measure receiver
processing duration.

That corresponds to collecting:
¢ X = Nyceess/T
e {L;},then L, L.y (Or bounds)
e processing duration tlgf(),c directly (timer at receiver)

So “receiver processing duration” is simply the tlgi())c term in the decomposition:

@

)
proc received

_ 0

processed

-t

6.1. Throughput, Latency, and Quality of Service Metrics

Throughput, latency, latency bounds, quality of service metrics, and benchmarking
protocols are defined. Quantitative evaluation of the decision support service is realized through
the throughput measure, with average values indicating the task-granularity scale for the number
of open workflows. Throughput gain and drop ratio allow the tuning of the number of requests
issuing processes to optimize for throughput.

There is a large emphasis placed on minimizing latency values. The average latency is
heavily influenced by the execution time of the called backend service. Considering minimum
latency values is related to testers’ positioning in the clinical decision support service network
and to the chosen strategy to perform the requested HTTP requests. Nevertheless, under optimal
conditions, latency values are sufficiently small to allow real-time integration with any clinical
service. Latency bounds, therefore, represent more relevant performance metrics.

6.2. Caching, Batching, and Delta Synchronization
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Caching improves performance in many places, including buffering results of expensive
computations. In FHIR frameworks, the main caching opportunity is on the server side (view
caching) in response to read requests. The FHIR specification mentions using view caching in
FHIR servers to optimize responses when clients request the same resource repeatedly. The
specification also provides a guiding principle regarding the frequency of refreshing view
caches: "the more frequently the resource changes, the shorter the lifetime of the cached resource
should be." If resources do not change frequently, it can be efficient to cache the retrieved
resource with a long expiration period (e.g., one day), as most reads will be satisfied by the
cache. However, update requests (“write" operations in REST terminology) must ensure that the
cache is invalidated appropriately.

Batching reduces network overhead when multiple items are exchanged. When many
resources are created or updated at once, batching allows them to be sent in a single request
instead of a separate request for each resource. Batching is first supported in the operation out
capability and is commonly used in the import process when a client pushes resources to a
server. Delta synchronization allows the client to synchronize only the resources that have
changed since the last synchronization, rather than sending the entire dataset. Delta
synchronization is critical in low-bandwidth scenarios because sending the whole dataset
requires very large payloads relative to the bandwidth between the parties. The major
requirement of delta synchronization is maintaining a log (e.g., a stable data structure) that
allows querying which resource has changed since a specified point in time. If the application
domain can tolerate a certain level of inconsistency (e.g., a decision-support application can use
an inconsistent copy of the dataset), it is possible to avoid the substantial overhead of
maintaining a stable log.

6.3. Efficient Resource Retrieval and Paging Strategies

Efficient retrieval and paging strategies reduce response times to data-access requests.
Adopting a appropriately-scaled HTTP infrastructure and tuning the back-end data store can
maintain low latency even at high loads. However, when fetching a single resource involves only
a small subpart of the total request-response volume, it can be beneficial to introduce methods
that also relieve the HTTP infrastructure of some of the work. Resource read requests and
pagination access patterns are two scenarios where latency optimizations translate into real-
world benefits.
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Efficient access patterns are crucial for paginated requests. A Delta-Page approach adapts
Paging to Delta- Syncing, sending a series of small requests that collectively cover the page of
interest, each fetching a small set of entries. The advanced access method can trigger a
synchronous batch retrieval of several pages with the back-end data store, effectively turning it
into a BatchDelta-Sync operation.

Despite the widespread use of paging combined with low-priority caching on the server
side, this access pattern is not natively optimized by HTTP. For classical paging, a dedicated
method (GET /{resource type}/{id}/ paginated) minimizes the time taken to serve the “page N”
requests, while keeping the page size constant. What the dedicated method does is prefixing the
*/_paginated* mapping and providing additional parameters available only for that specific
method.

7. Conclusion

The proposed study contributes to a better understanding of frameworks supporting real-
time healthcare data exchange. Specifically, it synthesizes the main clinical drivers and resulting
data-provisioning requirements; describes Fast Healthcare Interoperability Resources, focusing
on real-time aspects; identifies architecture patterns supporting real-time exchange; aligns
proposals with the larger FHIR ecosystem; and identifies techniques to optimize real-time
performance.

The increasing need for specific data provisioning, especially for actionable decision-
support systems, makes the ability to respond to multiple interdependent demands in real time
paramount. This need cannot be deferred, as it ultimately concerns patient welfare and safety.
Service-level agreements in corporate environments shape response-time expectations, especially
when mere negligence can lead to the loss of life. Furthermore, existing systems are expected to
evolve, with these new features being integrated seamlessly following the same interoperability
principles. The health sector is thus called to find a solution to this multidirectional query in a
real-time context. In the broader context of real-time medicine, FHIR offers many features that
support the implementation of event-based dynamic data exchange. Common clinical
architectures, clinical decision-support systems, terminology alignment, and the use of FHIR-
provided back-end services are therefore discussed in detail, alongside how associated
frameworks respond to real-time performance.
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Strategic Clinical Priority Distribution

FHIR Ecosystem Alignment

Real-Time Performance Optimization

Clinical Decision-Support Systems

Event-Based Dynamic Data Exchange

Fig 4: Strategic Clinical Priority Distribution
7.1. Final Thoughts and Future Directions

When evaluating the performances in real-time healthcare data interchange, it is
important to consider the presence of two key components: the role of event-based systems and
the architecture pattern employed. Concerning the first factor, real-time communication requires
that event signaling occurs the soonest possible, attaining a history-less latency, which is
reflected in the formal definitions of the events. In order to reach such bounds, one possibility is
the moment-by-moment establishment of event miss such that produced events are signaled as
soon as possible. Regarding the architecture pattern, it is often important to present the data in a
localized manner, especially when one is subscribing to the events. In such cases, an events
broker, when properly configured and deployed, can distribute events to interested listeners in an
efficient way.
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Nevertheless, given the multi-organizational nature of real-time healthcare data exchange
and the practical interest of hiding, adapting, and transforming communication protocols, a
mediation layer is often required. The study has focused on such a layer. Real-time performance
— the time needed to deliver the first and all notifications — has received special attention, and
modeling and caching solutions to mitigate the time-to-first notification — an important Quality
of Experience (QOE) metric — have been proposed and evaluated experimentally. The analysis
has suggested that, although the media can be made dynamically aware of the notification
subscriptions, the actual constraints of the media and the data sources should still be taken into
account in order to efficiently support communication.
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