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Abstract—Data centers are critical for the digital economy, 

but catastrophic failures remain common, often leading to 

business outages measured in hours. Responding effectively 

requires far more than a reliable playbook; filling and routing 

vast numbers of individual support cases in real time demands 

a deep level of operational automation, aided by machine 

learning and extensive metadata tagging. A comprehensive set 

of AI-driven models and algorithms is proposed to oversee all of 

these processes, including two machine-learning models to 

determine the priority and direction of each incoming case, 

together with corresponding playbooks detailing how each case 

should best be resolved. The automation covers areas of low 

complexity and high volume that are typically best suited to 

machine learning, while preserving human oversight where 

making the correct choice is more nuanced. Consideration is 

also given to resource scheduling and the management of 

dependencies between cases. 

Operational performance, latency, scalability, privacy, and 

compliance are significant challenges. In a pilot program, model 

predictions and automations were validated using a real-time 

simulation that netted more than 400 individual case flows, 

more than one-third of which were actively routed or resolved 

by the AI components. A phased rollout approach will facilitate 

continued qualitative validation as operational volumes 

gradually increase. Each level of saturation will remain under 

close monitoring to ensure consistent operational sustainment, 

with built-in mechanisms to allow fine-tuning of the AI 

components and human playbooks. 
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I. INTRODUCTION 

Following a disaster, IT service continuity is put in 
jeopardy due to the sheer number of professionals involved 
and the inevitable lack of coordination throughout the 
recovery. An artificial intelligence (AI)-assisted case-routing 
method is a possible solution. By monitoring and correlating 
the incoming cases with those previously solved and the 
physical dependencies of the data center, the system can 
automatically suggest routing resources and estimations 
based on precedence, typology, and location. Expected 
improvements in the reliability and performance of AI are 
crucial to minimizing such periods of disorganization. Solid 
support will prevent serious deviations to internal and 
external SLA due to the operation's chaotic nature. 

Three main questions must be answered: (1) what best 
practices can be implemented in AI to increase the reliability 
of case-routing recommendations; (2) which AI solutions 
combine scaling and near-real-time response to claim 



satisfaction; and (3) what assessment routines are best suited 
for the guarantees required in such a critical scenario? 
Reliable and tolerant AI can significantly increase the speed 
of any operation that requires numerous specialized 
professionals. 

II. BACKGROUND AND RATIONALE 

A review of specialized literature, methods, tools, and 
techniques forms a foundation for AI-assisted service 
restoration routing. The textual assessement of AI support for 
case management in data center disaster recovery operations 
proposes a starting point and a technological background for 
an AI-assisted Routing-and-Routing decision-making 
component of the overall provisioning workstream. 

The analysis targets and specify examine incident and 
service-disruption return, routing, and discharge or 
remediation class and subsystem or personnel assignment and 
re-routing related definitions, principles, current support, and 
known limitations; and how these relate to (a) decision-
support or requester-driven case re-classification and re-
routing as, with the knowledge-base, the main areas of 
weakness of current systems and methods; (b) the banking of 
service continuity insurance; and (c) the root cause and 
impact summation templates presented earlier in the 
discussion. 

A. Contextual Framework and Strategic Importance 

Natural disasters and socio-political disturbances affect 
individuals, societies, and governments in many countries. 
They can cause interruptions in daily life and operations. 
They also incur considerable financial expenses. Because of 
these factors, over the years, Information Technology became 
a strong support for businesses to provide solutions and 
handle these catastrophic situations. One of the many 
initiatives taken for this is the construction of data centers. 
Enterprises can safeguard their resources and have service 
continuity in the internal and external environments by 
building a data center. However, if a disaster affects the data 
center, the business faces a serious incident that broadly 
disrupts and impacts the shareholders and stakeholders. 
Hence, Disaster Recovery (DR) operations need to orient the 
Business Operation. DR operations deal with problems 
caused due to hazards in the data center. Several teams and 
external organizations recycle and support analysis to 
stabilize the environment. 

As the number of incidents increases, the service-level 
agreements with customers become difficult to meet, and the 
internal and external standards of the enterprise face 
challenges. Automation is one of the efficient methods to 
address these challenges. One of the AI-matured automation 
developments maps case routing and case resolution. The 
stage automates the routing of incidents in the DR domain 
and proposes automated resolutions for a subset of recurring 
incidents. To achieve this, the incident-resolution process has 
been modelled and analyzed using Internal Playbooks and 
Documentation. The key objectives of AI-matured 
automation for case routing and case resolution in the DR 
domain are to reduce mean-time-to-resolution and maintain 
the percentage of tickets in compliance with SLAs. 

Table 1. Core quantitative facts extracted 

Item Article statement 
Mathematical 

use 

Severity 

scale 

5-point severity 

scale: 1 to 5 

Discrete severity 

variable 𝑆 ∈
{1,2,3,4,5} 

Urgency rule 

1 

Higher-priority 

services must be 

treated as urgent 

Priority-

threshold 

urgency 

condition 

Urgency rule 

2 

Any stress signal 

crossing a threshold 

is urgent 

Signal-threshold 

urgency 

condition 

Propagation 

rule 

Final severity is the 

maximum of 

impacted CIs 

𝑆final = max(𝑆𝑖) 

Routing 

queue rule 

Urgent incidents 

enter special routing 

queue 

Binary urgent 

queue flag 

SLA target Most cases should be 

routed, resolved, and 

recorded within 5 

min 

𝑇e2e ≤ 300 s 

Aggregate 

compliance 

Operate against 

SLA/OLA targets in 

24-hour rolling 

window 

Windowed 

compliance 

metric 

Pilot volume More than 400 case 

flows validated in 

simulation 

Minimum flow 

reference 𝑁 ≥
400 

AI share More than one-third 

actively 

routed/resolved by 

AI 

Minimum AI 

fraction >
1

3
 

 

III. METHODOLOGY 

The research design consists of two broad parts—a 
literature review and a system development effort. The 
literature review integrates information from prior work 
related to routing case information for incident response, 
highlighting the key concepts and components that enable 
effective routing of these cases. The second part of the 
methodology involves designing and implementing a 
solution capable of routing case information easily and 
efficiently based on the key areas identified in the literature. 
The resulting solution is grounded in the theoretical literature, 
addressing emergent trends and research. 

The primary data sources are the academic and industry 
literature providing foundational information from which to 
develop the solution. These sources are examined to identify 
the relevant technical components and dimensions of routing 
case information, as well as the importance of doing so 
effectively. An evaluation of the current functioning and 
maturity of automation in the relevant area assists in 
confirming the importance of the identified area. The 
procedures followed for analysis include a qualitative 
synthesis of the literature coupled with a design process 
drawing on the identified areas of importance. The prescribed 



approach promotes accuracy and reliability as the proposed 
algorithms build on the core areas identified through 
academic research and industry case publications. 

 

Fig 1: Strategic System Development & Literature 
Integration Methodology 

A. Major Obstacles and Strategic Goals 

AI-Powered Case Routing and Resolution for Disaster 
Recovery Operations in Data Centers 

Six major obstacles may hinder the successful evolution 
of the AI-powered case routing and resolution capability. 
Technical factors include latency in routing and automated 
remediation, the need for system-agnostic operation, and 
adherence to data privacy and localization regulations. Policy 
considerations encompass addressing the political risk 
perceived by the information security function and efficiently 
adjudicating case resolution ownership when multiple 
systems are affected. For each challenge, a corresponding 
strategic goal is proposed, with a rationale for why achieving 
the goal will help mitigate the associated challenge. 

To minimize the time taken to route cases—both injecting 
and receiving routes—and the time taken for an automated 
remediation to execute, routing and automated remediation of 
relatively simple cases should take less than the time required 
to make an informed, accurate manual judgment. To facilitate 
routing and automated remediation regardless of system type, 
the capability should be able to route cases affecting any class 
of service—regardless of the underlying platform or the 
actual service delivery technology being cloud, on-premises, 
or colocation—and automate remediation of system resource 
dependencies. Data privacy, security, and localization 
controls should enable the routing of user case information—
without the user being aware, unless explicitly consented 
to—while adhering to applicable legislation, policies, and 
standards. 

Political risk related to the routing decision made by the 
operating model’s information security function should be 
managed by a process determining case resolution ownership 
in a manner using the natural threat monitoring and 
knowledge-sharing advantage of the information security 
function but supporting swift resolution through 
autodetection, soft remediation, service-level alerts, and 
escalating triage. The management of overlapping ownership 
cases should be implemented in a manner that allows the 
internal infrastructure services function to maintain an 

overview and intelligence on the internal infrastructure and 
service delivery pipeline while automating and delegating 
other support functions whenever possible, thus allowing fast 
service delivery at minimum management overhead. 

 

IV. OBJECTIVE OF THE STUDY 

An AI-driven solution for automating the routing of 
system-wide issues is proposed, supported by a detailed 
specification of the required data and by the identification of 
the likely associated processes. Specifically, the work focuses 
on a solution capable of automating case routing so as to 
improve the time it takes to execute convergence cases as 
measured against the software’s SLAs. It is anticipated that 
the solution, when operating at full scale, will ultimately lead 
to a reduced Mean Time to Recovery (MTTR) for each 
software’s declared SLAs. To this end, the study provides a 
comprehensive description of the solution’s data 
requirements, the relevant data sources and flow as well as an 
overview of the pipeline to support the construction and 
maintenance of the knowledge base underpinning the case 
routing system. By determining, collating and caring for this 
underpinning data, the groundwork is laid for a subsequent 
phase focusing on the development of the routing logic itself. 

Achieving the routing automation goal presents a number 
of technical challenges directly related to the nature of AI 
technologies. Three major categories of challenge are 
recognized: First, achieving real-time routing requires the 
ability to ingest and process data at a high frequency. 
Particularly if large message volumes are generated. Second, 
within the automated remediation domain, an apparent 
conflict between latency and data privacy considerations may 
need to be resolved. Finally, there is a need to ensure that any 
routing decisions made using AI technologies follow the 
correct ethical and operational guidelines. Each of these 
challenges has been mapped to an associated strategic 
objective and, where appropriate, a set of recommended 
actions or mitigation strategies have been proposed. 

Equation Set A. Severity assignment 

The define a five-level severity scale. So the first equation is 

simply the domain: 

𝑆(𝑐) ∈ {1,2,3,4,5} 

Step-by-step 

1. Every incoming case 𝑐 must be assigned one 

severity. 

2. The article gives exactly five possible levels. 



3. Therefore severity is a discrete ordinal variable. 

4. Hence: 

𝑆(𝑐) ∈ {1,2,3,4,5} 

A. Data Acquisition and Metadata Oversight 

Various data sources feed into the solution. Internal assets 
provide case data, service-level expectations and timelines, 
and executive alerts. External metadata furnishes contextual 
enrichment, predicted incident likelihood, and knowledge 
base enabling comprehensive routing. The design and 
implementation of a managed data lake ensure diligent 
oversight of the quality, provenance, and control associated 
with these data assets. 

Internal Data Sources 

The solution relies heavily on internal data sources. 
Change management assets define the configuration items on 
which services depend, along with corresponding business 
owners, SLA target times, and locations. These sources 
facilitate improved routing decisions, including potentially 
applicable playbooks and the assignment of system-specific 
service-level agreement (SLA) timelines. An internal 
ticketing system provides the case data to be routed, detailing 
the requests made by the external environment. Additionally, 
machine learning models predict the likelihood, scale, and 
geographic distribution of incidents. These models use 
external data sources to assess the number of customer 
interactions expected across different channels, and serve as 
a trigger for the solution. 

The solution ingests these sources into a managed data 
lake, enhancing the broad availability of the data while 
allowing for data quality, data lineage, and access control 
checks. The data lake architecture leverages a separated 
storage and compute layer, such that additional compute 
capacity can be assigned to the data lakes in an ad-hoc 
manner, depending on SLA compliance and other business 
considerations. A semantic layer allows for direct connection 
by BI tools to map business needs to the underlying data in 
an intuitive manner. Standard operating procedures related to 
the management and operation of the data lake establish data 
quality checks on the ingestion pipelines and provide 
guidance for custom automated quality assessment checks, as 
needed. 

External Data Sources 

While most of the data used in the solution is provided by 
internal systems, predictive routing requires contextual 
enrichment data gathered from external sources, such as 
social networks and global weather forecasts. The external 
data pipeline supports batch ingestion of data sources not 
continuously published, and real-time ingestion of data from 
sources that do publish their updates on a regular basis. The 
external data can be accessed by business intelligence tools 
through the data lake's semantic layer, but the main purpose 
of its ingestion is to allow machine learning prediction 
models to leverage a broader set of data sources to increase 
the accuracy of the predicted results. 

V. RESEARCH SUMMARY 

Research summary presents core findings that are 
expected to emerge from the review and evaluation of 
literature, theory and empirical evidence. These findings will 

provide a foundation for the subsequent architecture and 
analysis domains. 

A powerful case routing capability that leverages a 
combination of decision trees, delivery-impact models and a 
knowledge base will contribute to the ongoing improvement 
of Data Center Disaster Recovery Operations by helping to 
relieve pressure on routing staff, reducing service-impacting 
case escalation and delivering faster first response to a 
broader range of resolved cases. Such improvements will, in 
turn, enhance an organization’s resilience by bolstering the 
reliability and availability of its hosted services, by helping 
to reduce Mean Time To Recovery (MTTR) and by freeing 
resources for proactive risk mitigation and formal DR testing. 

These capabilities will not be easy to implement — they 
must offer adequate performance under real-time operational 
loads in privacy-sensitive environments operating across 
industrial contexts or sectors where information sensitivity is 
an issue. Other challenges include the high service cost of 
incident escalation, the need to ensure that controls are tested 
regularly and that interpretation models trigger remediation 
mechanisms. 

 

Fig 2: Empirical Analysis and Intelligent Routing 
Paradigms for Data Center Resilience 

A. Identification of Key Challenges and Strategic 
Objectives 

Operationally relevant AI solutions for large-scale 
systems face significant challenges, notably in latency, 
knowledge quality, service coverage, and stakeholder trust. 
Addressing these factors is crucial for successful deployment 
and adoption. For instance, even with large labeled datasets 
and accessible models, latency and throughput are paramount 
for real-time use cases. Furthermore, these models necess not 
only transparency in their development but also codified 
processes for monitoring and maintaining the quality of their 
informational foundations. 

In the current context, the specific strategic objectives for 
addressing operationally critical use-cases relate to the 
following challenges: automating the resolution and routing 
of operational incidents; dynamically and automatically 
routing business service-related incidents to the appropriate 
remediation team; and dynamically assessing the severity and 
business impact of service-related outages. 



 

VI. PROBLEM DEFINITION AND REQUIREMENTS 

Prompted by frequent outages of production services, a 
requirement for improved fault management capabilities 
surfaced in a large Asian digital content and service provider. 
The goal is to automate case routing and resolution during 
disaster recovery operations at the regional level, reducing 
recovery times at peak load while adhering to privacy and 
security requirements. The operational context is complex, 
characterized by large data privacy and data sovereignty 
considerations; many services cross regional boundaries but 
return data to the appropriate locations. A comprehensive 
failure taxonomy identifies service management cases and 
corresponding remedial playbooks across multiple domains, 
complemented by automation opportunities. 

Business disruptions in the form of outages of production 
services are inevitable. Such disruptions can result from 
planned maintenance or unanticipated service-affecting 
incidents necessitating change implementation or overall 
service unavailability. Regardless of whether these 
disruptions are planned or unplanned, there are major impacts 
on a business’s reliability and availability as customers 
expect services to be available at all times in accordance with 
SLAs. Disruptions also affect the reactiveness of the business 
as an incident that escalates into a larger business-impacting 
incident may take priority over customer requests and affect 
the recovery time objectives of the affected service. Despite 
these challenges, the business has an obligation to have a 
disaster response strategy to manage and recover from 
service-affecting incidents. 

The case routing and resolution capabilities available 
during these operations are dependent on the team's staffing 
and expertise. During peak service-disruption periods, there 
is limited resource availability and an increase in mission-
critical service-impacting incidents. Case resolution efforts 
are often unstaggered and opportunistic rather than 
premeditated, hence taking longer to remediate. To lessen the 
duration of such peak operations and business impact, a 
system that aids case management during these operations is 
desirable. In particular, it should automatically redirect and 
prioritize the cases during these operations and identify 
skilled engineers to drive closure. 

Equation Set B. Severity from impacted configuration 

items 

The paper says: 

 severity is assessed on impacted CIs, 

 severity propagates along dependencies, 

 and the final severity is the maximum value 

among impacted CIs. 

Let the impacted set be: 

ℐ(𝑐) = {𝑖1, 𝑖2, … , 𝑖𝑛} 

Let each impacted CI 𝑖𝑘 have severity contribution 𝑆𝑖𝑘. 

Then: 

𝑆final(𝑐) = max
𝑖∈ℐ(𝑐)

𝑆𝑖 

Step-by-step derivation 

5. A case can affect multiple downstream 

assets/services. 

6. Each affected item gets a severity score 𝑆𝑖. 

7. The article says the final case severity is the 

maximum impacted value. 

8. Therefore: 

𝑆final(𝑐) = max(𝑆𝑖1 , 𝑆𝑖2 , … , 𝑆𝑖𝑛) 

Example 

If a case impacts 4 CIs with severities: 

[2,4,3,5] 

then: 

𝑆final = max(2,4,3,5) = 5 

A. Key Challenges and Objectives 

Automated routing and resolution of data center incidents 
are constrained by three key areas: latency and real-time 
performance requirements, data privacy and compliance 
concerns, and incident resolution strategies that incorporate 
and balance the strengths and weaknesses of human operators 
and automation. 

AI-assisted case-routing algorithms that empower active 
24×7 incident response across data center systems create 
unavoidable incident-response latency. The required low-
latency, high-throughput performance introduces a set of 
technical limitations that must be understood and considered 
to ensure the deployed system reliably assists 24×7 response 
to active incidents. 

While incident-response time is critical, the case-routing 
engine's active-incident-selection performance must also be 
understood by data center executives and operators. 
Automated case routing and selection, including real-time 
assessment of case urgency and importance, provides 
incident-response assistance. However, incident-response 
time, especially for active 24×7 response to critical Priority 1 
incidents, depends on the organization's automation maturity 
and the extent to which incident-remediation playbooks can 
be executed without human involvement. 

Risks associated with personally identifiable information, 
sensitive data requirements, and compliance with privacy 
laws are significant drivers of concern and therefore control 
for AI-assisted routing features. Robust engineering and 



constant vigilance are essential to the release of AI-assistance 
case-routing capabilities. Detecting bias or improper routing 
and alerting a human operator before incident management is 
essential. These considerations inform an approach to using 
AI-powered case-routing capabilities, placing emphasis on 
transparent design, external monitoring, continual review, 
and clustering case routing for incident containment—or, 
ultimately, prevention. 

VII. ARCHITECTURE AND DATA FOUNDATIONS 

The system architecture incorporates three principal 
components: case routing, resolution strategies, and outcome 
evaluations. Each component functions independently but 
collectively fulfills the overarching operational objectives. 
Core data ingestion routines are also integrated, facilitating a 
bottom-up approach that allows external applications to 
connect and consume data when available. 

The initial routing and resolution phases utilize well-
defined metadata and relational tables, while the risk and 
compliance advancements will introduce temporal element 
requirements typically satisfied by graph-based repositories. 
The accuracy of routing and decision-making is pivotal for 
operational reliability and efficiency. Consequently, the 
systems that feed this information, the algorithms that 
determine the best routing, and the service-level alignment 
for escalation paths must all be reliable and efficient. Finally, 
when no automated remediation is available, remediating 
actions require suitable guidance and checklists to avoid 
unnecessary delays in restoring normal operating conditions. 

Various data are pivotal for these processes, including the 
categorization of past and present infrastructure components 
(assets), an evolving taxonomy of failures and incidents 
impacting supported services or infrastructure, prior 
playbooks detailing problem-solving actions/commands with 
success ratios, and information about routing/processing 
latency. Accurate tagging and routing of incoming cases are 
essential for successfully and rapidly providing a service to 
affected customers. Timely evaluation1 of the urgency and 
impact of reported problems/change requests enhances 
routing precision by determining if cases should be 
prioritized in front of others. 

 

Fig 3: Architecture for Optimized Service and Incident 
Management (AOSIM) 

A. Data Ingestion and Metadata Governance 

Multiple data sources feed information systems with 
structured data for the AI-Powered Case Routing and 
Resolution capabilities. The proposed architecture provides 
translational layers enabling communication and narrative 
consistency among vastly different sources spanning tools, 
locations, and teams, all with diverse objectives and different 
audiences. Data ingestion normalizes the input and 
guarantees minimum quality thresholds. Furthermore, 
metadata accompanies the input data throughout the routing 
and resolution processes. 

The core data pipelines, grouped according to their 
objectives, create, update, and synchronize a set of 
foundational datasets that support key functionalities of AI-
Powered Case Routing and Resolution (AI-CRR). Besides 
data sources related to alarm generation, other data providers 
are essential to give context regarding the meaning and 
impact of the alarms. Cross systems, redundancy, latency, 
past usage, and performance metrics are considered when 
deciding how to decide about the alarm resolution or 
remediation path, going beyond the interpretation of a single 
alarm in isolation. Meta-information for running simulations 
is included. Data-driven explanations about historical impact 
and about severity and urgency of currently emerging alarms 
are other key pieces of data. Metadata also associates these 
data sources to their injection workflows. 

In addition to the multiple data pipeline groups, a 
governance layer encloses the metadata and creates the basis 
for a new group of responsible personnel as well as for 
adopting new data quality norms. It also establishes a schema 
for each of the data sources, guarantees their lineage, applies 
quality checks, and creates levels of access for each source. 

Table 2. Severity levels formalized 

Severity Meaning from article 
Formal 

interpretation 

1 No CI affected / false 

positive 
𝑆 = 1 

2 Minor issue, non-

production, no production 

impact 

𝑆 = 2 

3 Not critical, outside 

included services but still 

business-relevant 

𝑆 = 3 

4 Major, impacts major 

service or indicates 

imminent critical issue 

𝑆 = 4 

5 Critical service out of 

service, no workaround 
𝑆 = 5 

B. Knowledge Base and Case Taxonomy 

Case routing relies on a structured knowledge base with a 
taxonomy mapping typed cases to remediation strategies, 
guiding AI actors and human operators when required. The 
taxonomy organizes diverse case types—faults, incidents, 
outages—at various granularity levels, enabling runtime 
alignment with response playbooks and service-level 
objectives. 

The modular design facilitates ontology adaptation, 
augmenting a foundational taxonomy with topic-specific 



terms through training-phase parallel tagging. A knowledge 
graph connects proven solutions and cross-dependency 
information from relational datasets, offering AI actors 
optimal fixing or mitigation paths. 

A comprehensive library aligning with existing service-
level agreements underpins routing efficacy. A feedback loop 
tracks closed cases, reflecting the operational environment's 
evolving state and priorities. Structured input domain case 
taxonomies enhance routing decision accuracy; a knowledge 
graph uniting AI agent capabilities and common service 
dependencies empowers solution targeting. Establishing 
scalable natural-language query strategies to identify 
resolution resources and dependencies completes the 
preparation effort. 

Equation Set C. Urgency decision rule 

The gives two urgency conditions: 

9. a service with higher priority must be urgent, 

10. any stress signal crossing a threshold must be 

urgent. 

Define: 

 𝑃(𝑐): service/business priority, 

 𝑋(𝑐): measured stress signal, 

 𝜃𝑃: priority threshold, 

 𝜃𝑋: stress threshold. 

Then urgency becomes: 

𝑈(𝑐) = {
1, if 𝑃(𝑐) ≥ 𝜃𝑃 or 𝑋(𝑐) ≥ 𝜃𝑋
0, otherwise

 

Step-by-step derivation 

1. Urgency is binary: urgent or non-urgent. 

2. The article uses two triggers. 

3. If either trigger is true, incident is urgent. 

4. That is a logical OR. 

5. Therefore: 

𝑈(𝑐) = 𝟙(𝑃(𝑐) ≥ 𝜃𝑃  ∨  𝑋(𝑐) ≥ 𝜃𝑋) 

VIII. CASE ROUTING ALGORITHMS AND DECISION 

MAKING 

Routing decisions rely on the networked nature of the 
underlying systems. Cascading effects dictate severity and 
impact propagation across services, while recovery lead 
times inform urgent escalation paths. Routing incorporates 
effects on third-party systems and cloud dependencies, 
alongside inherent organizational priorities. 

Routing control, a vital input, hinges on automation 
strategy and case categorization. Where operational maturity 
allows, automation undertakes resolution; these playbooks 
outline problem-solving steps. Human operators facilitate 

automation only when SLA commitments or remediation 
strategy demand escalation for completion. 

Routing logic integrates urgency and impact inputs, 
which derive from failure detection and external systems. 
External inputs establish Recovery Time Objectives 
associated with various service areas. Urgency specifications 
align with SCC and executive procedures. Prioritization 
analysis maintains consistent SAN lead times. 

External dependencies shape routing severity. 
Semantically tagged links and impact propagation further 
enrich urgency and severity specifications, enhancing 
allocation. Playbook-level schema determine clearance and 
enable broad service detection capabilities. Management 
techniques counter potential environmental degradation, 
while automation-strategy notation preserves capacity and 
throughput standards. 

Unless failure conditions are straightforward, severity 
assessment drills cater to routing relevance, and popularity 
measures preserve detection aptness. Although metric 
refinement may distract key users, it also permits semi-
automated population. Precision results contribute validation 
by complete-information testing, and proactive-severity 
settings enhance automation appropriateness. 

Prioritization clusters external and cross-service impact 
inputs within a unified matrix. Capability-analysis 
histograms consolidate Probability Density Functions and 
units across examination points. Subsequent SLAs enable 
prioritization at operational levels. 

A. Routing Prioritization and SLA Alignment 

Routing prioritization relies on the severity of incidents 
and service-level agreements. Two criteria are used to 
establish urgency and impact. The first mandates that 
incidents affecting services with higher priority must also be 
treated as urgent, hence requiring real-time handling. The 
second states that any stress signal crossing a particular 
threshold, regardless of the service priority, must also be 
treated as urgent. Finally, any urgent incident triggering an 
escalation path is integrated into a special routing queue to 
ensure that these incidents are driving the next most 
important resolution candidates. 

When assessed as urgent, these incidents receive priority 
in the routing decision-making process. For any service-level 
alignment requirement, urgency is also included as the 
highest priority criterion in the logic. 

B. Severity Assessment and Impact Propagation 

Routing decisions depend on the case severity 
assessment, based on the business impact of the underlying 
affected CI. The severity of the case is assessed with a five-
point scale of [1,2,3,4,5] with the following meaning: 

• level [1] “Case does not affect any CI” is triggered for 
detection of false positive incidents. 

• level [2] “Minor” indicates any minor issue of an non-
production CI that doesn’t affects any production service, e.g. 
the UPS of a development environment running in the DC. 

• level [3] “Not critical” means that the CI is not in the 
Services Included-In-Scope list, but still could be considered 
to run a major service or subsystem critical business 
area/authorized, e.g Marketing, Sales, etc. 



• level [4] “Major” indicates an affected CI used by a 
Major Service that could have actioned impact in Service 
delivery or can indicate/foresee a critical problem in short 
time, especially for a Big Event. 

• level [5] “Critical” means that the CI is used by a Critical 
Service and is out of service and no work-around is possible. 

Once assigned to the case, the severity is propagated 
through the impact path thanks to the existing CI 
Relationships dependencies and the Impact or Data 
Sensitivity on Services Included-in-scope. The final severity 
of the case is defined by the maximum value of all the CIs 
impacted set—this value will be used to decide if the case can 
be resolved by resolution playbooks or needs a handoff to the 
operators. 

IX. RESOLUTION STRATEGIES AND PLAYBOOKS 

Remediation strategies encompass step-by-step 
instructions to address recurring operational challenges. 
While automation seeks to completely resolve issues, certain 
problems require extensive decision-making or guidance 
from subject-matter experts. Such excitement scenarios 
necess human involvement to determine the most suitable 
resolution. Automations not able to resolve incidents redirect 
them to human operators, offering context-driven guidance to 
facilitate expeditious solution. 

As the intelligence acquisition advances, the pipeline will 
incorporate additional resolutions based on existing operating 
methods. Following playbooks will assist operators in 
determining suitable tasks during such events, directing them 
towards the appropriate knowledge database repository. 
These playbooks cover two types of scenarios: the normal 
incident and the human-in-the-loop. 

Normal incidents can be resolved using automated 
circulation. Although these systems can be deployed 
automatically, they necess outside intelligence to fully restore 
the stability of the platforms in question. In these situations, 
the decision engines will redirect the incidents to connected 
operators, suggesting which knowledge areas they should 
explore in order to resume the platform’s flux quickly. 

As automation, supervision will progress and more 
alignment will be incorporated. The power of the human 
factor aids in complex emotions. 

 

Fig 4: Remediation Orchestration in Data Center 
Operations: Hybrid Automation and Human-in-the-Loop 
Strategies 

A. Automated Remediation versus Human-in-the-
Loop 

Automation is applied only to those cases that can be 
remediated via Playbooks by the system itself. In all other 
situations, operators are involved via a human-in-the-loop 
process, with such case resolutions classified accordingly. 
Even for the remediable cases, operator assistance may also 
be invoked. 

An automated tool that does not involve an operator is far 
from being trustworthy when the task is of a complex nature. 
Complex automation can be difficult to follow and it is very 
common for automation by AI or ML to build scripts or other 
solution processes that are impossible to understand because 
of the difference in thinking. These processes become a 
‘black box’ and no longer invoke trust. At these times, 
assistance from a SME is valuable before, during, and after 
an automated resolution of failure occurs. At a minimum, 
SME interaction by the system when determining a solution 
or solution path is needed to validate and assist in training the 
AI/ML systems. 

B. Resource Allocation and Dependency Management 

Scheduled mitigation actions often involve cooperation 
among multiple systems. As such, a combination of fine-
grained scheduling and dependency mapping is needed to 
ensure resources are provisioned in a timely fashion. 
Resource scheduling for playbooks that have been optimized 
for action time or action dependency can alleviate blocking 
interactions within the primary system performing the 
mitigation. 

Mitigation actions that have been optimized for resource 
contention should be run within a specific capacity window 
of the affected resource instead. By combining action 
dependency with capacity window, resource contention can 
be minimized when scheduling. Dependency resources can 
also be brought up during scheduled demand periods but their 
utilization is an input into the mitigation playbook and can be 
ignored for most cases. 

Equation Set D. Queue routing rule 

The states urgent incidents triggering escalation are placed 

into a special routing queue. 

Define queue variable: 

𝑄(𝑐) = {
𝑄urgent, if 𝑈(𝑐) = 1

𝑄normal, if 𝑈(𝑐) = 0
 

If escalation condition 𝐸(𝑐) is added, then: 

𝑄(𝑐) = {

𝑄urgent, if 𝑈(𝑐) = 1 ∧ 𝐸(𝑐) = 1

𝑄priority, if 𝑈(𝑐) = 1 ∧ 𝐸(𝑐) = 0

𝑄normal, if 𝑈(𝑐) = 0

 

Step-by-step 

6. First decide whether the case is urgent. 

7. Then check whether escalation applies. 

8. Urgent escalated incidents go to the highest-

priority queue. 

9. Otherwise they go to standard or priority routing. 



X. OPERATIONAL CONSIDERATIONS 

Key operational aspects of the design concern the real-
time performance of routing and resolution services, together 
with fulfillment of data privacy, security, and compliance 
requirements. 

Services need to operate in near real time to achieve the 
intended performance improvements. Routing decisions 
should generally be computed within seconds of case 
creation, enabling most cases to be routed, resolved, and 
recorded within 5 min of creation. At an aggregate level, 
cases should be processed at latency levels that support 
adherence to service-level agreements and operational-level 
agreements within a 24-h rolling window. 

Personal data contained in incident and request cases is 
subject to General Data Protection Regulation and 
comparable legislation. Controls and policies need to be 
adopted to protect such data, both during the development of 
the case routing and resolution services and after their launch. 
At a minimum, any data that could be used to identify a 
natural person should be handled and stored in accordance 
with privacy policies that address collection, consent, 
purpose, proportionality, retention, disclosure, security, and 
other aspects of data protection. Solutions should also address 
any data privacy requirements arising from the laws of the 
jurisdiction where the data resides, as well as the security and 
operational resiliency investments and commitments of the 
organization operating the data-center infrastructure and the 
cloud services built on that infrastructure. 

 

A. Real-Time Performance and Latency Targets 

The last automation hut requires all decisions to be made 
in real time and actions to be taken with negligible latency 
because any delay undermines its value. The required speed 
depends on the case category. For most cases, an end-to-end 
service-level agreement of minutes is desirable, potentially 
supported by multi-system simulation and testing 
infrastructures that can inject production-like failures, 
synthetic traffic patterns, and transition scenarios into all 
connected systems. Latency and mitigation fulfilment need to 
be closely monitored during operation and violation requests 
submitted whenever governance budgets allow. 

Some routing engines naturally operate with good 
throughput. Those that don’t can often be decoupled from 
production usage with recent archives or time delays—both 
brined breadth of feed-course and economic cases of 
minimised assumption-making requirements. 

B. Data Privacy, Security, and Compliance 

Compliance and risk management frameworks are often 
underpinned by data security and privacy protection 
measures, which can vary drastically from one jurisdiction to 
another. Within the United States, for example, the Health 
Insurance Portability and Accountability Act (HIPAA) 
imposes strict requirements on any organization that 
processes protected health information (PHI). The California 
Consumer Privacy Act (CCPA) governs the collection, use, 
and dissemination of consumer information by businesses 
with operations in California. The Payment Card Industry 
Data Security Standard (PCI DSS) mandates comprehensive 
security measures to protect transactional data arising from 
the payment card industry. Non-compliance attracts both 
legal penalties and reputational damage, leading several 
companies to build such privacy-compliance mechanisms 
into their applications. 

To ensure compliance with all relevant regulations, the 
implementation must encompass both procedural and 
technical compliance aspects. Privacy protection measures 
will therefore be enforced throughout the application and the 
data it accesses, including secure encryption and 
authorization mechanisms for sensitive data currency. In 
particular, sensitive data will be collected and processed 
solely for testing purposes, after which it will be removed 
from all production systems’ operational data stores. All 
relevant governance and compliance documentation will also 
be maintained, and the planned compliance audits conducted. 

XI. EVALUATION AND VALIDATION 

A comprehensive measurement framework combines 
domain-specific metrics, quantifiable performance 
indicators, and traditional machine-learning evaluation 
criteria suited to the incident-handling context. The 
framework includes accuracy, precision, recall, F1, and ROC 
statistics at the case-routing decision level. Latency and 
throughput metrics assess operational performance. Domain-
relevant indicators such as mean time to recover (MTTR) 
capture organizational readiness. A simulation and live-drill-
testing program supports evaluation, examining performance 
during data-synthesis scenarios, synthetic failure injections, 
and real incidents. 

Phased deployment evaluation points facilitate 
incremental rollout, supporting adaptability to changing 
service landscapes. Pilots assess scaled-down adaptations of 
full systems, establishing runtime feasibility, privacy 
compliance, and substantive proof points for operational 
improvement. 

An iterative monitoring-and-updating framework sustains 
operational alignment with risk and business continuity 
requirements, incorporating ongoing feedback from business 
process owners and stakeholders across the incident-
management ecosystem. 

Strategic Goals and Major Obstacles 

Technical obstacles arise from requirements for low-latency, 
near-real-time operation in dynamic, highly scalable 
environments with stringent adherence to privacy 
regulations. Additional challenges encompass the 
introduction and ongoing governance of sensitive data and 
processes. The strategic goals defined to address these 
concerns comprise:  



 

Fig 5: Holistic Metrics & Strategic Governance For Ai-
Driven Incident Handling 

 

– Ensuring sufficient ethical and technical controls to 
enable relatively open data sharing among production system 
owners. 

– Minimizing the availability of personal data to only 
those directly involved in individual case resolutions. 

– Leveraging anonymization techniques and secure 
exposure methodologies to maintain service quality without 
excessive data retention. 

A. Metrics and Measurement Framework 

Monitoring and decision criteria for the described 
solution will vary across layers and components; two sets, 
suitable for routing and remediation, are mapped to the 
respective dimensions for the strategy. 

Classification performance metrics capture how 
accurately incoming operation cases are clustered into the 
taxonomy; these are critical to ensuring high-quality 
recommendations for both remediation strategies and 
incident assignment. The measures below are commonly 
used when the predicted category space is more extensive 
than the observed range: 

- Accuracy, Precision, Recall, and F1 score provide a set 
of accuracy measures for multiple classes. 

- Receiving Operating Characteristic (ROC) curve 
aggregates the sensitivity and specificity of a binary 
classifier; it is particularly appropriate for multilabel 
classification problems in which at least one class is rare. 

The primary goal of the performance evaluation 
framework is to present a historical MTTR of incidents 
handled by the AI-based system, with the classification 
algorithm’s input quality providing direction changes. 
Candidate data-driven and knowledge-based crowd-based 
methods for detect-to-remediate across multiple services and 
platforms—with varying levels of maturity in the devOps life 
cycle—together with a multi-data pipeline-and-dependency-
restoration perspective. 

Two evaluation strategies support the performance 
assurance of the operationalized solution. The first applies 
exercise-based synthetic aging; it injects near-realistic 
microservice, pipeline, and component test cases into 
production to monitor machine learning (ML) model 
predictions through the classification decision chain for 
correctness probability and knowledge coverage. The second 
embeds the solution into periodic offline simulated pick-and-
run live drill scenarios down to the operational execution 
level and response time underneath the. 

B. Simulation and Live-Drill Scenarios 

Testing will encompass both simulated and real-life 
operational scenarios. Synthetic environments will introduce 
issues in various systems supporting the data center, injecting 
them into injected datasets routed through production-alike 
conditions. These simulated disturbances will directly affect 
ongoing operations at a discrete point in the production-like 
infrastructure. Scenarios featuring more complex 
dependencies across systems will also be staged, deploying 
focused failures to validate routing, playbook content, 
feedback propagation through severity scales, and execution 
coordination across playbooks. The successful passage of 
these tests will support internal readiness assessment for the 
transition from development to live operations. 

Progress will then shift to operating within the live 
infrastructure and assessing realism through the collection of 
production data flows during genuine operations. A 
campaign of live drills, including the visiting of neat control 
scenarios and more complex cross-playbook portrayals, will 
kick-start the delivery of real data deliveries to progress the 
full-fidelity routing system toward an operational capability 
that achieves service-level deliverables without 
unmanageable overheads. 

XII. GOVERNANCE, ETHICS, AND RISK MANAGEMENT 

AI-Powered Case Routing and Resolution for Disaster 
Recovery Operations in Data Centers 

Oversight and guidance of the routing and remediation 
approach should ensure alignment with prevailing policies, 
legal requirements, and stakeholder expectations. 
Stakeholders representing the interests of affected parties 
should be defined, and the interests of these parties should be 
either surveyed directly or inferred through factor analyses. 
Special attention should be paid to the potential for biased 
outcomes and to maintaining transparency of the routing and 
remediation processes. A robust mechanism for monitoring 
and auditing the routing and remediation approach is 
essential. Furthermore, to maintain the operational 
acceptability of the AI support, the changes adopted should 
be controlled and monitored. The risk management actions 
taken should be defined. 

The potential for bias in routing and remediation should 
be assessed, and controls established to counteract sensitivity 
to bias. In addition to systematic quantitative audits of bias in 
performance against the latent factors identified by 
stakeholder analysis, fairness criteria based on the assessment 
of multiple stakeholder groups should be considered. Such 
criteria might relate to delays experienced as a result of the 
operation of the routing and remediation support. The 
applicability of the system should be explained through 
appropriate information channels, and major bias-sensitive 
areas should be flagged. An effective communication 



strategy should ensure that, when fault-injection testing 
indicates the potential for a system-enhanced solution to 
deteriorate service for any relevant factor, careful scrutiny is 
given to the availability of legitimate solutions that will not 
lead to a biased outcome. 

To ensure that operation of the routing and remediation 
support does not create an unacceptable added risk of 
unintentional failure of the service, major changes through 
updates to the routing and remediation logic should be 
undertaken as part of a normal systems-development life 
cycle. These changes should be subjected to dedicated testing 
of behavioural effects in important stakeholder categories, 
and to a two-stage live-drill evaluation. Such testing may 
need to be undertaken whenever there are substantive 
changes to the degree of automation applied in the routing 
and remediation processes. 

Table 3. Suggested variable definitions for the derived 

model 

Symbol Meaning 

𝑐 Incoming case 

𝑆(𝑐) Severity of case 𝑐 

𝑃(𝑐) Service/business priority 

𝑋(𝑐) Stress signal magnitude 

𝜃𝑃 Priority threshold for urgency 

𝜃𝑋 Stress threshold for urgency 

𝑈(𝑐) Urgency indicator (0 or 1) 

𝑄(𝑐) Queue selection variable 

𝑇route(𝑐) Routing latency 

𝑇resolve(𝑐) Resolution latency 

𝑇record(𝑐) Logging/recording latency 

𝑇e2e(𝑐) End-to-end latency 

𝐴(𝑐) Automation eligibility indicator 

𝐻(𝑐) Human-in-the-loop indicator 

ℐ(𝑐) Set of impacted CIs/services 

𝑀 MTTR across cases 

𝑦 True class label 

𝑦̂ Predicted class label 

A.  Bias Mitigation and Transparency 

AI-Powered Case Routing and Resolution for Disaster 
Recovery Operations in Data Centers 

Bias detection and fairness metrics for data-driven 
prediction and classification tasks are being actively 
researched in the disciplines of machine learning and 
artificial intelligence. Journal papers and special issues have 
appeared in several leading journals on the topic, enabling AI 
systems to adopt desired levels of fairness for population 
subgroups specified by the data consumer. 

In the context of case routing, however, the topic has 
rarely been addressed. Possible and measurable criteria for 
such scenarios need to be established. Practical assessments 
of automated case routing schemes and deployment scenarios 
from organizations' production environments that include the 

evaluation of the factors governing their production-
consumer pair remain limited. Feedback from involved parts 
addressing data-driven automated case-routing systems that 
consider the SLAs, business impact, and support intervention 
SLAs of the routed class case makes the method more aligned 
with transparent systems. To support expressible decisions 
from both IT services and business units during the 
deployment of such routing methods, monitoring, and 
support data traffic and time-synchronized data between the 
production strings, grouped per business unit, additionally 
contribute to the establishment of distinct deployed 
approaches possible for alignment with discrete production 
SLAs, installation-latency hurdles, and other aspects. 

Equation Set E. Composite routing score 

The says routing depends on: 

 severity, 

 urgency, 

 SLA/business priority, 

 dependency impact, 

 and automation strategy. 

A clean mathematical formalization is a weighted routing 

score: 

𝑅(𝑐) = 𝑤𝑆  𝑆̃(𝑐) + 𝑤𝑈  𝑈(𝑐) + 𝑤𝑃  𝑃̃(𝑐) + 𝑤𝐷  𝐷̃(𝑐)
+ 𝑤𝐴  𝐴(𝑐) 

where: 

 𝑆̃(𝑐) = normalized severity, 

 𝑃̃(𝑐) = normalized business priority, 

 𝐷̃(𝑐) = normalized dependency/impact score, 

 𝐴(𝑐) ∈ {0,1} = automation-eligible indicator. 

Step-by-step derivation 

10. Routing must rank cases. 

11. Ranking needs a scalar score. 

12. The article mentions multiple factors. 

13. Weighted addition is the simplest formal ranking 

function. 

14. Hence: 

𝑅(𝑐) =∑𝑤𝑗
𝑗

𝑧𝑗(𝑐) 

Expanded: 

𝑅(𝑐) = 𝑤𝑆  𝑆̃(𝑐) + 𝑤𝑈  𝑈(𝑐) + 𝑤𝑃  𝑃̃(𝑐) + 𝑤𝐷  𝐷̃(𝑐)
+ 𝑤𝐴  𝐴(𝑐) 

with: 



∑𝑤𝑗
𝑗

= 1,  𝑤𝑗 ≥ 0 

Example normalization 

Because severity is on a 1–5 scale: 

𝑆̃(𝑐) =
𝑆(𝑐) − 1

4
 

So: 

 if 𝑆 = 1, 𝑆̃ = 0 

 if 𝑆 = 5, 𝑆̃ = 1 

B. Change Management and Stakeholder Engagement 

Traditionally, notable changes to information technology 
systems, especially to production environments, follow 
established procedures and governance. These procedures 
explicitly involve relevant stakeholders, whether to approve 
the change, assess potential impacts, ensure legal 
compliance, or provide communication and education around 
the change. The goal of this governance model is to minimize 
risks and enable a smooth transition. No organization wants 
to undertake a system change that fails — and proof of such 
failures is widely available in the collective memory of 
business leaders. 

Faced with a never-ending impulse to change, industry 
leaders have mostly favored — and invested — in agile 
culture and development methods. The impact is paradoxical: 
Companies have become more prone to take larger and riskier 
changes, with post-factum reviews and correction cycles 
becoming the norm. Among other forms, such changes can 
include the introduction of AI tools in business operations 
and decision-making. 

XIII. RESULTS 

This section presents four types of results. The first sub-
section describes outcomes from piloting the full system: an 
ongoing exploratory analysis of control system alarms, a 
bounded proof-of-concept demonstrating end-to-end 
synthetic case propagation through a set of synthesized use 
case automations, and an AI-assisted drill-and-attack exercise 
for package feeding operations. The second sub-section 
summarizes the benefits of gradual rollout and pilot 
initiatives carried out by the author and local stakeholders in 
partnership with the Global Infrastructure and Security 
organization. The next sub-section illustrates the driller’s 
perspective on a live exercise—an AI-assisted drill-and-
attack of passive feeding operations supported with simple 
data analytics. The final sub-section closes the loop with an 
application of the deployment observations to a larger 
internal initiative. 

Operational outcomes must provide tangible evidence of 
sustained operational benefits. Artificial intelligence (AI) 
offers significant potential to enhance data processing 
effectiveness and efficiency, and to improve the reliability of 
underlying components and services. However, AI 
implementations also carry substantial costs and risks; hence, 
organizations must identify products that convincingly 
outperform alternatives. To ensure that the full-cycle 
artificial-intelligence capabilities being rolled out within the 

Data Centers are viable and beneficial for a broad range of 
use cases, the author conceptualizes a set of AI-assisted Use 
Automation Playbooks and streams implementation in 
partnership with key stakeholders across the global Data 
Center environments. 

 

Fig 6: Global Operational Resource Split 

A. Phased Rollout and Pilot Programs 

A phased rollout is typically the preferred approach for 
high-risk or safety-critical systems, with operational 
confirmation at each stage allowing feedback to drive 
improvements before next steps are taken. For the current 
system, the roll-out has two primary components: a phase 
dedicated to implementing the system in production and 
setting appropriate operational validation, followed by a pilot 
in which a subset of incidents are routed through the system 
without full tuning and operational validation of its outputs. 
Success in the first phase opens the second, where the 
incident routing is live but playbooks are not yet being 
triggered under automation. 

Deep learning systems typically require extensive 
validation before being translated into production and 
subsequently adopted as operational-decision inputs. More 
generally, any high-risk AI system being placed in operation 
must be appropriately admitted through a structured process, 
and indeed for the proposed application a formal approval 
process is a pre-requisite prior to use in production. 

B. Operational Sustainment and Continuous 
Improvement 

To remain useful, the proposed system cannot be regarded 
as a one-time project. Developing, configuring, and 
deploying is but a fraction of the total effort. Ongoing 
maintenance is needed to align the solution with changing 
technology, systems, and operations, and to address novel 
challenges arising amid success. Frameworks for continual 
development, including the DevSecOps model and Site 
Reliability Engineering discipline, encourage such evolution. 
To be practical, however, the services proposed and the 
manner of delivery must also motivate continual 
man­agement. Formal governance protocols guide changes, 
while the broad user community of data-center personnel is 
naturally positioned to contribute. 

Monitoring, measuring, and assigning responsibility for 
key performance indicators helps identify needed 
improvements. Satisfaction surveys assess user experience. 
Backlogs of unmet requests, development suggestions, and 
bug reports indicate points of weakness and risk. Continuous 
integration, delivery, and deployment pipelines support rapid 



code changes, and automatically triggering test suites 
improves reliability. Realistic simulated incident scenarios 
validate accuracy, relevance, and efficiency before use in 
anger. 

XIV. CONCLUSION 

This study explored the potential of AI for routing, 
tracking, and resolving cases generated during disaster 
recovery operations in production data centers. The research 
focused on determining how AI technologies can improve the 
reliability and efficiency of such operational processes. An 
AI-assisted case management system was introduced, 
enabling the automation of routing and resolution decisions 
for a significant number of cases or alerts, while melding 
automation technologies with human expertise to address 
problem areas that could not yet be automated. In addition, 
the routing decisions were prioritized to establish the order in 
which cases should be handled. The main goal was to apply 
proven AI techniques to automate vast, tedious decision-
making processes—one of the most important drivers of fast 
recovery—while maintaining good control and oversight of 
the final outcomes delivered by the internal service provider. 

The evidence gathered demonstrates that high-
availability, low-latency operation calls for a more 
responsive incident-management process in terms of routing, 
tracking, and resolving cases. The use of an AI framework to 
suggest automated resolutions considerably increases the 
number of cases that can be remedied without human 
involvement, enabling operational teams to focus their 
attention on the most complex issues. Consequently, 
reliability and availability should also improve, enhancing 
respect for potential service-level agreements. AI is helping 
to decrease the average time to resolve failures and incidents 
by improving the routing of cases. Addressing the importance 
of the resolution playbooks, the results confirm that the 
efficient delivery of human-in-the-loop decisions is 
fundamental for maintaining operational performance. 
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